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CoBpemMeHHble TpeHAbl BeayT K pOCTy NOTPeObHOCTU B
cuctemax TerieMexaHuMKu u yganeHHoro oocnyxmBaHus

CoBpeMeHHbIe TpeHAbl Kak
ABUXYLWMNA chaKkTop

OTtpacnu NpoMbILWSIEHHOCTU U
KpuTn4Yeckasa nHdpactTpykrypa

PocTt notpebHocTn B cucremax
TeneynpaBneHUs U yaaneHHoro
oGcnyXnBaHus

C1p. 2

YpbaHusaums

YnpasrneHue ropoackomn
I/IHCbpaCprKTypOI/I
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3NEKTPO3HEPTUM
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N3meHeHue knumarta
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YnpaeneHue
9NEKTPOIHEPTUEN
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Hawwu npoaykTbl Ansa yaaneHHOro Aocryna MOXHO SIEMENS
MCNONb30BaTh B LUMPOKOM psifie peLleHUn lngenuity for Gife

lNMpomMbIwWneHHbIN yaaneHHbIN OOCTYnN

TeneynpaBneHue YaaneHHoe obcnyxuBaHune MNMpoune cuctembl (YMHbIe ceTun
anekTpocHabxeHus (Smart Grid),
cucTeMbl BUaeoHabnoaeHusa v 1a.)

- MNocTosiHHOE coeanHeHNe ToYKa-ToYKa - CoeavHeHWe no 3anpocy - CoeanHeHne NocTosAHHOE / Mo 3anpocy
- Huskasa nponyckHasi cnocobHOCTb - CpeaHAsa nponyckHas CrnocobHOCTb - BblCOKas NponyckHas crnocoGHOCTb

YnaneHHble cetu
YnaneHHbI 4OCTyN Yepes YacTHble U pasnnyHble NybrnuyHbie ceTu

MUHTerpauuio B KOHUENUUIO MPOMbILLUIIEHHON 6e30NacHOCTH

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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NMpoMbIWNeHHbIU YaaneHHbIU AOCTYn
YaaneHHoe obcnyxuBaHue (Teleservice)

SIEMENS
’hg,ev\uily—for&fg

N'Mbkas yaaneHHaa guarHocTvKa u yaaneHHoe
obcnyxuBaHue (Teleservice) CHUXaKOT aBapum U
NnpocTou Npou3BOACTBA

C nomoLybto yaaneHHoro obcny>KmBaHus NPoOM3BOLACTBO MOXHO
AnarHocTupoBaTtb U 06cnyxmBaTb yaaneHHO 13 fito6on ToYKM
MUpa. 3TO NPENMYLLIECTBO NO3BONSAET 3HAYUTESTbHO CHU3UTD
Bble3abl Ha 06beKTbI - A0 60%. B cBS3M C 3TUM MOXXHO COKpPaTUTb
pacxodbl Ha Bble3abl 1 06CNyXmnBatoLLnin NnepcoHarn. YaaneHHas
AnarHocTuka n obenyxunsaHue yepes cetb IHTepHeT
NpeaocTaBnsieT HageXHbI N BbICTPbLIN JOCTYN K YAaneHHbIM
NPOMbILLIIEHHBIM YCTPONCTBAM U NPOM3BOACTBY B Ntobon Bpemsi.
Bbicokasa nponyckHasi cCnocOBGHOCTb CETU NO3BONSIET NepeaaBaTb
Bonblne o6beMbl AaHHbIX Yepes 3alUULLEHHbIE COEANHEHMS.
KomnaHna «CnmeHcy» npegnaraeT WUMpoKuin BeIGop NpoayKuumn ans
yaaneHHoM ANarHOCTUKN U 0BCNYXMBaHUSA C NOAOEPXKKOM 3aLLnNTbI
MHGOpMaLUW.

Bonble nHdopmaumm o NMHenKe NPoOAYKTOB AnA yaaneHHoro ynpasrneHua SINEMA Remote Connect Bbl

CMOXeTe HaUTU No CChbifike www.siemens.com/sinema-remote-connect

C1p. 4
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http://www.siemens.com/sinema-remote-connect

MpomMbIneHHbIN yAaneHHbIW AOCTYN SIEMENS
TeneynpaBneHue lngenuity for life

TeneynpaBneHue

TeneynpaBneHne, OanH N3 ABYX BaXXHEWMLLMX KOMMNOHEHTOB

NMHENKM NPOAYKLMM MPOMbILLIIEHHOIO yAaneHHoro goctyna

2z _ (Industrial Remote Communication, IRC) — aTo nogkntoyeHme

: /”ﬂ’ ‘;:r.!__" - pacnpegenéHHblX MPOMBbILLNEHHbIX YCTPONCTB B EANHYIO CUCTEMY
—— o AN MOHUTOPWHIa 1 ynpaeneHus. PasnnyHble peleHns ons

yaaneHHoro goctyna (Remote Networks) no3sonsoT yaaneHHo

NOAKMYaTLCA K 0ObEKTAM 1 YCTPOMNCTBAM Yepes YacTHbIE U

nybnuyHblie cetu. Nepegayva gaHHbIX MO COOLITUIO NNK

nepuoanyeckas nepegayda gaHHbIX OCYLLECTBIISAETCSA C MOMOLLbIO

crneumanbHbIX MPOTOKOSOB TeneynpasneHns — 310 Aaet

BO3MOXXHOCTb 30(PEKTUBHO YNpaBnAaTb BCEMMU

npon3BoaACTBEHHbLIMU NpouecCcamMn.

NMNocTosiHHO paclupaLWascs JIMHeUKa YCTPOUCTB yaaneHHoro ynpasnenusa (RTU), pewweHnn ansa yaarneHHOro

poctyna (Remote Networks) v pewueHnn gna ueHTpPoB yrnpaBreHus!

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
Ctp.5 RC-RU DI PA CI



TeneynpaBneHue SIEMENS
TpeboBaHMA U 0COOEHHOCTU NPUMEHEeHUS lngenuity for life

TpeboBaHus

* HapgexHoe u 3awmiieHHoe coeanHeHne Ha BonbLlumMe pacCcTosAHNA Yyepes
YyacTHble N Ny6nNu4YHble ceTn

* Bbicokne TpeboBaHu4A K 3almTe coegmHeHNa 4OCTOBEPHOCTUN AaHHbIX

+ bydepusauna gaHHbIX 1 nogaepxka pesepBnpoBaHNA CoeNHEHNN ONs
npegoTepaLeHnst NoTepU AaHHbIX

+ [MocnepoBaTtesibHOe XpaHeHWe AaHHbIX C MPUBSA3KOM KO BpEMEHMU

Oco6eHHOCTH NPpUMEHeHUs

+ JdphekTBHasA nepefay AaHHbIX Yepe3 COeAUHEHUS C HU3KOW MPOMYCKHOM
CMoCcOBHOCTLIO M BOMbLUON BPEMEHHOW 3a4ePXXKON, Hanpumep 6ecnpoBOAHYHO
MOBUNBHYIO CeTb

+ [NopaepXka NOCTOAHHbBIX U NEPUOANYECKMX MOAKMTHOYEHWNN

+ [Nepepaya AaHHbIX HAa OCHOBE CcOObITUN / Nnepunoguyeckas

* Wcnonb3oBaHust pe3epBHbIX KOHUIypauun, Hanpumep B LLIEHTPE ynpaBneHus
NN C NOMOLLIbIO NOAKMNIOYEHMS YCTPOUCTB yaaneHHoro ynpasneHus (RTU)

+ 3awmuTa coeamHeHns ¢ nomoulbo VPN

- ABTOMaTmyeckasn bydepmnsauma gaHHbIX 418 cryvyaeB o6pbiBa COEAUHEHNS U
nocrnegoBaTenbHas nepegada 0ydepnanpoBaHHbIX AaHHbIX NpU
BOCCTaAHOBNEHNA COeANHEHNS (1S UCKMIOYEHUS NOTEPU AaHHbIX)

* MOHUTOPUHT 1 BU3yanuaauusa Bcex coeanHeHni ¢ RTU B LeHTpe ynpaBneHus

+  ABTOMaTMyeckas NnpmBsa3ka MeTKM BpeMeHM K AaHHbIX RTU

Unrestricted © Siemens 2020 * Remote Terminal Unit (RTU) — ycTponcTBY/Se{@nerAcroawpasiienmsHu
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TeneynpaBrneHue
PeweHuna gna ueHTpPoOB yrnpaBneHus

PeweHunsax TeneynpaBsrieHnsa A5 LeHTPOB yrnpaBJieHUsi

MOryT UucnoJsib3oBatbcsd He3aBUCUMO UIU KOM6I/IHVIpOBaTbCﬂ
OPYr C [PYroMm.

Unrestricted © Siemens 2020
Ctp. 7

SIEMENS
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B 3aBMCMMOCTM OT CMCTEM TeneynpaBneHnst CyLLIECTBYHOT pasfnyHble
NPOAYKTbI N PeLleHNs Ans LeHTPOB YNpaBneHus C NoAOePKKOM
pa3nMYHbIM MPOTOKOSIOB TeNeynpaBneHns:

Ucnonb3oBaHue TeleControl Basic

LleHTpbl ynpaBneHusi Ha ocHoBe TeleControl Server Basic ucnonb3syet
cneumanbHbIK npoTtokon TeleControl Basic Transmission Protocol.
Cuctema nogaepxunBaeTt coegmMHeHns ¢ B0MbLIMM KONMYECTBOM
noAcuCTeM CBA3M U NO3BONSAET NepedaBaTb HebonbLINe 00beMb
OaHHbIX Yepe3 VIHTepHeT n ceTn MobunbHbIX onepatopoB. Cuctema
nogkntoyaetca kK SCADA unn HMI B LeHTpe ynpaBneHns ¢ NoMoLLbIO
OPC UA uHTepdeiica.

MUcnonb3oBaHue npotokonoB M3K 60870-5, DNP3 unu SINAUT ST7
LleHTpbl ynpasneHusa Ha ocHoBe npotokosia SINAUT S7 unn oTKpbITbIX
npotokorioB MOK 60870-5-101/104 n DNP3 nogaepxvBatoT pasnnyHble
ceTeBble TOMNOSIOrnM ¢ pesepsmnpoBaHnem coeanHeHnn. OHM OTIINYHO
noaxogaT Ansa nepefadn 6onbnx 06beMOB AaHHbIX Yepes pasnnyHble
KaHanbl CBS3M (YacTHbIe 1 NyBMYHbIE CETU, CETU MOBUNBbHbBIX
oneparopos, NIHTepHeT). PasnuyHbie SCADA n DCS (Hanpumep
WinCC, PCS 7 n 14.) NpeaocTasnstoT nporpammMmHoe obecneyeHune ons
pasnn4YHbIX NPOTOKOSOB TeseynpasieHNs.

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



TunoBble 0COOEHHOCTU TeneynpaBrieHUsl, Takue Kak SIEMENS
Oychepusaumsa n HagexHas nepenayva AaHHbIX C BbICOKUMMU lngenuity for Gife
Tpe6oBaHMAMM K 3aLuuTe nHopmauumn

TpeboBaHus TunoBble 0COGeHHOCTU paboThbl TeneynpaBneHus

HapexHasa nepenayva aaHHbIx D Nepepaya gaHHbIX HA OCHOBE COObITUM / Nepuoanyeckas
McknioveHne notepu AaHHbIX Moonepxka pesepBHbIX KOHJUIypaunm
NocnegoBaTenibHOE XpaHEHWE AaHHbIX C METKOW MOHWUTOPUHI 1 BU3yanusauma Bcex coeanHeHun ¢ RTU B
BpeEMEHU LeHTpe ynpaBreHus

Ocobble TpeboBaHMSA K 3aWmMTe COeaUHEHUS, XpaHeHune/bydepunsauma ¢ METKON BPEMEHN

HEeNPuUKOCHOBEHHOCTU U AOCTOBEPHOCTU

nepeaaBaeMbIxX AaHHbIX Bo3obHOBNEHWe nepeaayn nocre BOCCTaHOBIEHNS

coequHeHund

3awmTa nepegadn gaHHbIxX ¢ nomouwblo VPN

) TunoBas rapaHTUPOBAHHAA AOCTYMHOCTb NoAKnYeHUs Yyepe3 UHTepHeT nnu cetn MobuNbHbLIX ONepaTopoB COCTaBnseT

97 - 99.5 % B 3aBUCUMOCTU OT AOroBopa, YTO O3Ha4YaeTcsl Hanu4yme npocrton cBA3mn ot 40 yacoB 1 Ao 11 AHewn B roay.

*M3o6pemamernbHocmb Onsl XKU3HU
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TeneynpaBrneHue

KOMNOHEeHTblI cucteMbl TeneynpasJieHUA npom3BoacTtBea

LleHTp ynpaBneHus

LleHTp ynpaBneHusa pacnpegenéHHbIM1 YCTPONCTBaMU yaaneHHoro
ynpasneHus. LleHTpa ynpasneHunsa coctout n3 SCADA unn cuctemol
BU3yanusauuu, NpoayKToB TeneynpasfieHns ¢ No44ePXKOW crieynanbHbIX
MPOTOKOJSIOB U eCN HEOHXOANMO NPOMEXKYTOYHBIX YCTPONCTB AN
NOLKMHOYEHMS K YaCTHbIM 1 Ny6nnyHblx ceTam (Remote Networks).

Noacuctembl CBA3M UK YCTPOUCTBA yaarneHHoro ynpasneHus (RTU)
YcTponcTtea yganeHHoro ynpasneHnust (RTU) HaxogsaTtcs B
NPOMEXYTOYHbIX NOACUCTEMAX CBA3WN AN1F TeneynpasreHnsd
Npon3BOACTBOM, COOMpAlOT AaHHbIe N YNPaBNAKT pacnpeneneHHbIMU
ycTponcTBamMmu n rnpoveccamu. B 3aBUCUMOCTU OT CNOXHOCTU CUCTEMDI
NCnonbayTca pasnuyHble TUNbl RTU. Heobxoanmble KOMNOHEHTbI
(MpmnBoAbl N faTtymkn) nogkrovatoTea K RTU Hanpsamyio.

PeweHua ana ynaneHHoro goctyna (Remote Network)
«CrMeHc» npegnaraeT LWMPOKYHO JIMHENKY MPOMbILLIEHHbIX
MapLIpyTU3aTOPOB MU MOAEMOB ANd noakntoyeHns RTU K ueHTpy
yrnpaBneHus

C1p. 9

SIEMENS
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MpomMbIneHHbIN yAaneHHbIW AOCTYN SIEMENS
PeweHusa ana yaaneHHoro goctyna (Remote Networks) lngenuity for Life

PeweHun ana yaaneHHoro gocryna

[MpombliwneHHble mapwpyTtmsatopbl SCALANCE M Bkno4varoT B
cebs 6ecnpoBogHble MOBUITbHBLIE U NPOBOAHbLIE YCTPOMCTBA.
[MpoMblIWNeHHble MapLUPYTMU3aToOpbl ABNAKTCHA YHUBEPCalbHbIM
pelleHnem Ang NnpuMeHeHusa B cuctemax TeneynpasneHus,
yoaneHHoro obcnyxusaHusa u psge apyrmx cuctem. SCALANCE M
nogAaepXuBaroT yaaneHHoe NoaKnoyeHne Yepes YacTHble U
nybnuyHble cetTn. CBA3b ocyLlecTBnsieTcs Yepes 6ecnpoBogHble
MoOunbHble kKaHanbl GSM, UMTS, LTE 1 npoBoAHbIe KaHasbl
ADSL, SHDSL n PROFIBUS/MPI. [Ins 3awuTbl yaaneHHoro
A0CTYyrna K NPOMbILLMEHHbLIM YCTPOMCTBaAM U NPeanpUATUSaM
NPOMBbILLMNEHHbIE MapLLPYTU3aTOPbI NOAAEPXKUBAKOT UHTErpauuio C
nnatgopmon yganeHHoro ynpasneHnsa SINEMA Remote Connect.

Bonbue VIH(bOpMaLl,MM O peweHuAX AnAd yaarieHHoro AocTtyna Bbl CMOXeTe HanTU B MHTEepHeTe No CCblJiKe

www.siemens.com/remote-networks

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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3awmueHHble mapuwpytusatopbl SCALANCE M

Unrestricted © Siemens 2020
Ctp. 11

*MopThonmo NpoayKTOB MO CCLISIKE

Pabota B CeTsix
- 2G /3G /4G (LTE)
- ADSL

- SHDSL

Be3onacHoe
Moaknio4yeHune:

- VPN TyHHEnun
(IPsec, OpenVPN)
- Firewall

MoHTax
Ha CTEHY

Ha DIN peliky
Ha S7-300 peunky
Ha S7-1500 penky

Mopnnepxkka
- MapaHTNa 5 ner
- Noopepxka 24/7

SIEMENS
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CkopocTu:
e Downlink: go 100 MéuTt/c
* Uplink: go 50 M6uT/c

UHTepdencnoi:
* 0o 4 x RJ45
* 1 x PROFIBUS

3awuiieHHbIN An3anH
- 1P20

< -40...+70C

- ATEX, Hazloc

- Metann / Nnactuk

YnpaBneHue

- Web nHTepdenc
- E-mail

- CLI

- SMS alarming

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI


https://w3.siemens.com/mcms/industrial-communication/en/industrial-remote-communication/remote-networks/Pages/modems-routers-ip-based-networks.aspx

3allMLieHHbIN A40CTYN U OOMeH AaHHbIMU C yAaneHHbIMU SIEMENS
obbeKkTamu lngenuity for Life

-

30Ha MOKPbITUA COTOBOIO ornepaTtopa

CotoBbI
oneparop
106 1 LleHTpanbHas
................. ) nooanbHbI IHTEepHeT
______________ o P avcneTyepckas

\ /
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NMpombiwneHHble mexceTeBble 3KpaHbl — SCALANCE S SIEMENS
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NMpombiwneHHbIN MexceTeBble 3KpaHbl SCALANCE S
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Be3onacHOCTb ceTu SIEMENS

CueHapuun peanusaumm oCHOB ceTeBOU be3onacHOCTHU lngemuity for Life*
3,00\

DMZ YaanéHHbIM goctyn

YcuneHHas 3alimTa 3a c4éT He6esonacHas @ 3awmLeHHbIN yaaneHHbI @

obmMeHa AaHHbIMK Yyepe3 DMZ  3owa ; AocTyn yepes UHTepHeT unu

MCKniovawLlero npsMmom MOOUNBbHLIE CeTH, C 3aLnUTOn

| o x
AocTyna K ceTu AemunuTapy- I = OT nepexBaTa U BTOPXEHUM I,
aBTOMaTM3aLmm 30BaHHasa 30Ha o I@ I A
LLndpposaHune nepenayn I I :

M3 koHTponupyet Becb obmen [A@HHbIX U yrpaBneHuns i o .

AAHHBIMU MEXAY pasHbIMU — & [OCTYNOM C UCMOSb30BaHNEM ——

ceTamMM moaynen 6esonacHoCTr

Pe3sepBupoBaHue 3awuTa fiueeK aBTomaTtusauum

Boree BbICOKAA HAAGKHOCTb ... YcTpoitcTea 6€3 BCTPOEHHOW @

W FOTOBHOCTL 3a cueT . . ceTeBOW 6€30MacCHOCTN MOTYT —r

pe3epBMpPOBaHUS CETU o ObITb 3alMLLEHbl B S4enKax i

el T aBTOMaTM3auMm ! W .
PesepsuposaHue M3 ¢ KombLUo MRP n T Y
o v 2 v A

BO3MOXHOCTbIO MHTErpaumm B l (Megb unu onTuka) l IEl.()CTyl-l K dA4enkKe 3amnaeTcq EI EI EI

KOMbLIO KOMMYTaTOPOB S . MEXXCETEBbLIM 3KPaAHOM 9 9 9

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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lNMpombiwneHHble mexceTeBble 3KkpaHbl SCALANCE S

CpaBHUTeNnbHaA Tabdbnuua BO3MOXHOCTEN

SIEMENS
lhg,eu\ui{y‘forb‘fé

10/100/1000 M6wuT/c

Firewall / 100 MowuT/c 600 MowuT/c
Mapl.upyTusauvm

Firewall

NAT Makcumym:
VPN 128 npaBun

20 VPN

Firewall

NAT

Unrestricted © Siemens 2020
C1p. 15

SC622-2C
Tonbko

MapLupyTM3aums |

Makcumym:
1000 npaswun

SC642-2C, SC646-2C
Bridge-Firewall

Makcumym: . @
1000 npasun
200 VPN .

SC632-2C, SC636-2C
Bridge-Firewall. o @l . o #
Makcnmym:

1000 npasun

*M3o6pemamernbHocmb Onsl XKU3HU
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Cxema yaaneHHoro goctyna ¢ SINEMA Remote Connect SIEMENS

’l/\g,o/\u Hy {or (jfe*
Appec MoXeT ObITb U CTaTU4ECKUM, U
SCALANCE M
OVHaMUYECKUM, U NYOIIMYHbIM U
NnpUBaTHLIM nnn
SCALANCE S

oBmet

KomnbtoTep ¢
SINEMA RC Client

[ERE===kE
1

AOpec MoXeT 6bITb U CTaTU4ECKUM, U
AVHAMMUYECKUM, U NYGNNYHbLIM U
NPUBaTHbLIM

CraTtu4eckum unm
AWHaMMU4YecKumn

nyonu4HbIN agpec
MapLupyTmsaTop, Ha

KOTOPOM HacTpOeH
port forwarding

|
—
SINEMA Remote Connect Virtual Appliance V1.0 . | .
— CtaTtuuyeckumn
6GK1720-1AH01-0BVO J TR S
SINEMA Remote Connect Client V1.0
6GK1721-1XG01-0AA0
Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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[MpoMbiwneHHaa nHgopmauuoHHasa 6e3onacHoOCTb SIEMENS
SINEMA Remote Connect

a

SINEMA Remote Connect

Crtp. 17

NMoTpeObHOCTN KNNeHTa

YnpasneHue 6e3onacHbIM
yOanéHHbIM JOCTYNOM K
MaLLUMHaMm 1 obopyaoBaHuIo
NO BCEMY MUPY.

OoT:
LLiInnonaxa/nepexsata
MaHunynsauum gaHHbIMK

Owunbok nepcoHana

’hg,eo\uify for U{Q*

Hawe pewieHue

nnatdopma ynpasrneHus

OOCTYMNOM K yAanéHHbIM ceTam

SINEMA Remote Connect obecne4ymBaeT
adMUHUCTpUpPOBaHMe 6e30nacHbIX TYHHENbHbIX
coeanHeHnin (VPN) mexay cepBUCHbBIM LIEHTPOM,
CEPBUCHbLIMU NHXEHEpPaMn 1 000pyLoBaHMEM.

[MpenoTBpawaeTca npssmMon 4OCTYN K KOprnopaTuBHOM
CETN, B KOTOPOU UHTErpupoBaHo obopyaoBaHMe Unu
MalnHa. CepBUCHbBIN TEXHUK OTAESbHO YCTaHaBNMBaloT
coegunHeHune ¢ SINEMA Remote Connect. Tam
BbINOSTHAETCS NOeHTUdMKaLma y3roB C
Mcnonb3oBaHNEM UNGPOBbIX CEPTUXDUNKATOB.

MNopkntoyeHne kK SINEMA Remote Connect MmoxeT ObiTb
peanu3oBaHoO C UCMNofib30BaHMEM COTOBbIX ceTer, DSL
nnu cywectaytowmx JIBC.

*N306pemameribHOCMb O KU3HU
RC-RU DI PA CI



TeneynpaBneHue SIEMENS
PeweHune — yctpouctBa yaaneHHoro ynpasneHus (RTU) lngenuity for life

RTU BbinoriHeHbI HA OCHOBe KoHTponnepoB SIMATIC

O6napgaroT rMGKMM MoAyNbHbIM KOHCTPYKTUBOM

+ bnarogaps pasnu4yHbiM BapaHTam MoaynbHbiXx RTU Ha ocHoBe
KoHTponnepos SIMATIC Bbl MOXeTe rmbko noacTpamBaTtb
NoaCUCTEMbBI CBA3M Mo Balm TpeboBaHus

« [Ong nogkntodeHna moaynbHbix RTU Mbl npegnaraem
KOMMYHUKaLWOHHbIE MOAYNU B BUAE KOMMYHUKALIMOHHbIX
npoueccopos (CP) n nntepdencHole Mmogynu TeneynpasneHns
(TIM), a Takke HeobXxoaMMbIe MapLLPYTM3aTOpbl AN yaaneHHoro
NOAKIHYEeHNS

SIMATIC RTU3000C — koMnaKTHble U aBTOHOMHbIe RTU
* HapgeXHoCTb yaaneHHOro nogknoyeHns:

KomnakTtHble SIMATIC RTU ¢ otaenbHbIM aBTOHOMHbIM
anekTponuTaHnem npeaHasHayeHbl 4519 UCNoNb3oBaHUA B
pasfindHbIX perMoHax B caMblX CYpPOBbIX YCITOBUAX
aKcnnyarauum

MUcnonb3oBaHueM pa3nuuHbix RTU B 3aBUCMMOCTU OT CIIOXKHOCTU 3a4auM.

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
Crp. 18 RC-RU DI PA CI



TeneynpaBneHue SIEMENS
IlnHenka yctpouctB yganeHHoro ynpasneHus (RTU) lngenuity for life

MoaynbHble RTU Ha ocHoBe [Ons 6onbLUKX CUCTEM C BbICOKOM

SIMATIC S7-400 -"'f:; MPOU3BOANTENBHOCTbHIO
e

MoaynbHble RTU Ha ocHOBe ' ns cpegHux cuctem
SIMATIC S7-300 / S7-1500 C MMBKON HaCTPOWKOIA
MoaynbHble RTU Ha ocHOoBe | Ons HebonbLUMX N CPEAHMX CUCTEM
SIMATIC ET 200SP C rMBKON HACTPOWKON

CpegHne bBonbwwne

ManeHbkue

MoaynbHble RTU Ha ocHOBe Onsi HebonbLUMX GHOAXKETHBIX
SIMATIC S7-1200 F cucTeMm

KoMnakTHble =
SIMATIC RTU3000C

Ansa HebonbLlMX CUCTEM, B KOTOPbIX
TpebyeTca aBTOHOMHbIN RTU ¢
ABTOHOMHbIM MUTAHUEM

KomMmnakTHble

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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TunoBble npuMepbl NpUMeHeHUsa KomnakTHbIX RTU3000C SIEMENS
Ihg,ev\uifyfor&fg

COop OaHHbIX U MOHUTOPUHI HanosHEHUs / ypoBHeW / oaBneHuns / pacxoga / Temneparypbl

dukcaums npoteyek / yredek Bogbl

MOHNTOPUHI HACOCHBLIX CTaHLMIA, BOOOHAMNOPHbIX OalleH / BOAHbIX pe3epByapoB

YoaneHHbI MOHUTOPVHI 3anofiHEHUST pe3epByapoB N XpaHUNULL, BoAbl

* YoaneHHoe ynpaBreHne CerbCKOX03ANCTBEHHbIMN 0ObeKTaMn 1 cMCTeMamMu nppuraunm Tennui

* cnonb3oBaHne RTU3031C n RTU3041C ana MobunbHbIX cUCTEM, obecnedymBaroLLmMx okanusauuto n
NO3MLUMOHMPOBaHNE, HaNnpuMep oTcrneXxnsaHne KOHTEMHEPOB UNKn HabnoaeHne 3a bakaHamu (NfaBy4YUMU
MOPCKMMMU 3HaKammn) n dyamm

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC RTU3000C SIEMENS
TunoBon Nnpumep NPUMEHEHNsA COBMECTHO C AaT4yMKamMu lngenuity for Life

Pacxogomep SITRANS F M MAG 8000 ¢ nutaHmem oT 6aTtapen COBMECTHO C
SIMATIC RTU3030C BHyTpu 3alMTHOro Koxxyxa (IP68) ¢ BHeluHen aHTEHHOM

| SIMATIC RTU3030C ¢ aHTEHHOM 1 AaTYNKOM
Temnepartypbl SITRANS TS500.

SIMATIC RTU3030C ¢ aHTEHHOW 1 AATYUKOM
nasneHna SITRANS LH100 ona namepeHus
rMapoCTaTN4ECKOro YpoBHS.

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC RTU3000C SIEMENS

NpeunmMmyLwiecTBa lngenuity for Life
MexaHn3Mbl 3aLunTbl YnaneHHoe NoaknioyeHne v
+ OpenVPN TyHHerb * MobunbHag cetb 2G/3G/4G
+ lWndpposaHme e-mail - * BHewHnn mapLupyTnsatop

OnoBELLEHNN

y O6meH gaHHbIMK v
Web MHjepcbemc ans - SMS mnu e-mail .
HaCcTPONKN U AlarHoCTHiN - TMepuroamnyeckuii / No cobbITHIO
C60p gaHHbIX U HacTpoKka AT .—'—%M ,, D‘ : HpIOTOKO”b' TeneynpasneHs.
KaHaroB BBOAA/BLIBONA _— : : g ———  TeleControl Basic, DNP3,

M3K 60870-5-104,
SINAUT ST7

JlormpoBaHue gaHHbIX

Ha SD kapTty + MNoppepxka FTP-Client

Bbixoa 13 cnsawero pexuma

CUHXpoHU3aLna BpEMEHU: .
yepe3 SMS nnn 3BOHOK p Y p v

« NTP

Bbicokuin knacc 3awuThbl + [NpoTokonbl TeneynpasneHns
(IP68) B 3aLLNTHOM KOXYyXe D + CeTb MOBUSbHBIX ONepaTopoB
lNosnynoHupoBaHme v A . .
CMHX[I)J'OHVI3apLI,I/IFI BpEMeHM 4 YnaneHHbI goctyn k HART / gim-%'(:g f?gr('%’o” TeMM v
yepes GPS Modbus ycTpoicTeam Ha nnate T (KOHCPOPMHOE NOKPbITHE)
(ans RTU3031C / RTU3041C) pacwmpeHusa Yepes SIMATIC PDM

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC RTU3010C (Ethernet) SIEMENS
BHewHnn Bng, lngenuity for life

8 DI (13 KoTOopbIX 2 ABNAOTCS
CYETYMKAMM) 4 DO (pene)

[MoakntoyeHne oo 6 batapen
B 2 rpynnbl (pe3epBrpoBaHne)

Cnot gna SD kapTbl

OTtaen ana nnartbl
pacwmpeHna HART/ RS485
(vcnonb3oBaHue ¢ RTU
firmware V3.1)

RJ45 nopt
Ethernet-nopT Kak yaaneHHbIn KHonka ansa nepesarpysku

ceTeBon NHTEpdenc /BbIXOAA U3 CnsLLEero
pexuma / obcnyxmsaHus

4 Al (12 6uT, 0-5/ 0-10 B,
0-20 / 4-20 MA, PT-1000)

Knemma ncTtouHuka nutaHumsa
12-24 B nocT TOKa

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC RTU3030C (3G/UMTS u 2G/GSM)

BHewHn BUA

8 DI (13 KoTOopbIX 2 ABNAOTCS
cyeTyYnKamm)

[MoakntoyeHne oo 6 batapen

RJ45 nopt
Ethernet-nopT kak yaaneHHbIN
ceTeBon NHTEpdenc

Knemma ncTtouHuka nutaHumsa
12-24 B nocT TOKa

Unrestricted © Siemens 2020
C1p. 24

B 2 rpynnbl (pe3epBrMpoBaHnE)

uh ML U NS UEY e e s AT 2 )
i o X 1
TR DRIA TS

SIOMME

SIEMENS

SIEMENS
lhg&hui(y{or(i{é

AHTeHHa (SMA KOHHEKTOp)
4 DO (pene)

Cnot gna SD kapThbl

KHonka ona nepesarpysku
/BbIxoAa 13 cnsLero
pexuma / obcnyxmsaHus

OTtpen ana nnathbl
pacwupenHna HART/
RS485 (ncnonb3oBaHue ¢
RTU firmware V3.1)

Cnot gnsa SIM kapTbl

4 Al (12 6T, 0-5 / 0-10 B,
0-20 / 4-20 MA, PT-1000)

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



SIMATIC RTU3031C (3G, 2G / UMTS, GSM + GPS) SIEMENS

BHewHun B lngenuity for life
8 DI (13 KoTOopbIX 2 ABNAOTCS 4 DO (aBYXNO3nLMOHHOE
cyeTyYnKamm) pene) (2-NpoB. TEXHONOIMS)

4 DO (TBeppoTeribHoe pene)
MNoakntoyeHve go 6 6atapen . i -~ e ik

B 2 rpynnbl (pesepBupoBaHnE)

AHTeHHa (SMA KOHHEKTOP)

AHTEeHHa GPS

Cnot ana SD kapTbl
Otaen ans nnatbl paclUMpeHuns
HART/ RS485

(RTU Firmware V3.1) KHonka ansa nepesarpysku
/BbIXOOa 13 cnsLwero

RJ45 nopt pexuma / obcnyxvsaHus

Ethernet-nopT Kak yganeHHbIn
ceTeBoun NHTEpdenc

Cnot gna SIM kapTbl

Knemma UcTo4YHMKa nutaHusa
12-24 B nocT TOKa

4 Al (12 Bur, 0-5/10 B,
0/4-20 MA, PT-1000)

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC RTU3041C (4G, 2G / LTE-M/NB-10T, GSM + GPS)

BHewHn BUA

8 DI (13 KoTOopbIX 2 ABNAIOTCS
cyeTynKamm)

MoakntoyeHne oo 6 batapen
B 2 rpynnbl (pe3epBrpoBaHne)

OTtnen Ansa nnaTbl pacluMpeHns
HART/ RS485

RJ45 nopt
Ethernet-nopt Kak yaaneHHbIn
ceTeBOn MHTepenc

Knemma UCTOYHMKA NUTaHUA
12-24 B nocT TOKa

Unrestricted © Siemens 2020
CT1p. 26
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= = e = o GIGITAL INFUTS VGITAL DUTPUTS s A

SWITCHABLE

SRS SIMATIC RTU3041C

'''''

b Mpumeyanue: The RTU3041C nogaepxmBaet
ctaHgapTbl LTE-M and NB-loT.

SIEMENS
lhg,ev\uify‘for&‘ft*

4 DO (aBYXNO3nLMOHHOE
pene) (2-NpoB. TEXHONOIMS)
4 DO (TBeppoTernibHoe pene)

AHTeHHa (SMA KOHHEKTOP)

AHTeHHa GPS

Cnot gana SD kapTbl

KHonka ansa nepesarpysku
/BbIXOA4a U3 CNSALLEro
pexuma / obcnyxunsaHus

Cnort ana SIM kaptbl Y

4 Al (12 6urT, 0-5/10 B,
0/4-20 MA, PT-1000)

*M3o6pemamernbHocmb Onsl XKU3HU
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SIMATIC RTU3000C SIEMENS
Nnarta pacwumpeHna HART/RS485 lngenuity for life

MopgkntoyeHue ao 8 Slave
ycTtponcts Yyepes Modbus RTU
B 16 BapuaHTax (Bcero)

PaclumpeHHoe NpuMeHeHus ¢
NOMOLLIbIO NOAKIIOYEHNS AATUYMKOB
(HART anst RTU FW V3.1)

Hosas dpyHkumusa ans V3.1

- [MogkntoyeHne Oo 8 ycTponcTs
yepes HART Multidrop

* YganeHHbIn JOCTyn K NoneBbIX
yctponcteam yepes SIMATIC PDM

MNnata .acumpl-wm
HART/RS485

H

HART HART HART

[laBneHune YpoBeHb Temneparypa KoHTponb noTtoka

SITRANS P300 SITRANS Probe LU SITRANS TH300 SITRANS FM MAGS8000

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI
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SIMATIC RTU3000C SIEMENS
BapuaHTbl anekTponutaHusa lngenuity for Life

1 nnu 2 6atapen

Bartapes 2

ABTOHOMHOE nNuTaHue oT I
nnn

Bartapes 1

o i
o

o ABTOHOMHOE NuUTaHue oT
CONnHeYHoun batapen

ABTOHOMHOE NuTaHue o l
baTtapes + conHe4yHas baTapes |

[MoakrnoyeHne K UCTOYHUKY @
nMTaHnA (po3eTka)

12-24 B noct TOKa

MogkntoYeHne K MCTOUHMKY
nnTaHus (po3eTka) + baTapeu _l_ nm

(B KayecTBe pe3sepBa) 12-24 B nocT Toka

12-24 B nocT TOKa

BaTapes c 3apsagkon
OT COSfIHEYHOW NaHenu

Unrestricted © Siemens 2020 *M3obpemamernbHOCMb O51F XUSHY | -
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SIMATIC RTU3000C SIEMENS
UHhopmauums lngenuity for Life

_ SIMATIC RTU3010C SIMATIC RTU3030C SIMATIC RTU3031C SIMATIC RTU3041C
I e e e

Knacc 3awmrbl IP20 (IP68 BO BHELLUHEM 3aALLUMTHOM KOXYXE)
Pasmepsl (LU x B x M) Mmm 130 x 100 x 75
OnanasoH Temnepatypbl -40°C ... +70°C (kOoHChOpMHOE MOKPLITUE)
Tun MoOHTaxa Pevika (DIN)
T e )
Tun aHTEeHHbI (MOOMbHAsA) SMA KOHHEKTOP
Tun aHTeHHbl (GPS) - - SMA KOHHEKTOp
YpaneHHoe nogkntoyerHve (WAN) PasnuyHble ceTn Yepes LTI (1E)) 127908 ESTRae T LTS
5 L P GSM / (E)GPRS / UMTS 4epes BcTpoeHHbIn UMTS mogem (3G) NB-l0T-mMo4eM Mnun BHELLIHIOKW CETb C
yepes BCTPOeHHbIM UMTS nnn MapLupyTu3aTop, Hanpumep
. UNKn pasnuyHble ceTn Yepes MapLupytusatop, Hanpumep SCALANCE M NOMOLLLbIO MapLLpyTMU3aTopa,
Industrial Ethernet (RJ45) SCALANCE M
Hanpumep SCALANCE M
BcTpoeHHbIii BBOA/BLIBOA (OMCKD. / _ ; _ ;
aHamor.) AONONHUTENbHBIA BBOA 8 DI: n3 koTopbix 2 ABNSAOTCS C‘-IeT‘-Il/:KaMVI, 8 DI: n3 koTopbix 2 FIBJ'IF!EOTCFI cyeTynKamu;
Yepes nraTy pacluMpeHns 4 DO: pene ¢ camobroK1MpoBKoA; 8 DO: pene ¢ camobnoknpoBkoii / 4 TBEpAOTENbHOE PEreE;
HART/RS485 (3aKka3. OTAEmNbHO) 4 Al: 0-5B / 0-10B nocrt Toka, 0/4-20 mA, PT-1000 4 Al: DC 0-5B / 0-10B nocT ToKa, 0/4-20 mA, PT-1000
BHeLWHWIN UCTOYHMK NUTaHUSA 12-24 B noct ToKa
peroowaumaeoma | | | —— [
WHTepdencol Ans HAaCTPOMKK Industrial Ethernet (RJ45) nnu ynaneHHoe nogknioveHne, WAN (4epes BHELHMI MapLupyTU3aTop)
[narHocTtuka Ceetoguonpbl nHoukaumm (LED), Web based management (WBM)

OHeproHesaBMcMmasi namaTb Ans

SD kapta unu SMC kapTta
XpaHeHWs KOHUrypauum n gaHHbIX

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC RTU3000C SIEMENS
CoxpaHeHue gaHHbIX lngenuity for Life

3apava

Web based
Management Remote access FTP server | Open VPN

Heo6xonmma NOCTOSIHHAs 3anncb AaHHbIX. Ha obbekTe OTCYTCTBYET

nogxosilee anekTponutaHue. N\
- £ VPN tunnel
PeweHune
Data logging Data logging
on SD memory card I on SD memory card

RTU3030C 3anucbiBaeT gaHHble nepefadn namepsieMbiX 3Ha4eHUN y ‘

NOAKMIOYEHHbIX AaTYnKOB Ha SD kapTy. [laHHble SD KapTbl 4OCTYMNHbI n

Hanpsamyo n3 Web nutepdgenca (WBM) ——
M876-4

3anncaHHble faHHbIe AaHHbIX MOXHO OTnpaBuTb No e-mail unun Ha FTP Server

Yyepes BcTpoeHHbIn FTP Client. il SIMATIC
= RTU3030C

|

Battery with
MecTo YCTAHOBKW HE 3aBUCUT OT HalilMyna ctauMoHapHOro nnMTaHuA. %m‘:dwg
via solar modul

SIMATIC
RTU3010C

,D,aHHbIe He TepArTCA 6narop,apﬂ 3arncun Ha aHeproHe3aBUCUMYHO NMNaMATb.
Sensors Sensors

3anucb u COoXpaHeHune AaHHbIX

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC RTU3031C n RTU3041C

nOKaHM3auMHD1MOHMTOpMHFTOHeKM3MepeHMﬂ

3apava

MOHUTOPWHT 1 ynpaBneHne + nokanu3auns MOOUbHbBIX CTaHLMNA
TeneynpasneHns 6e3 BHELLHErO 3NIEKTPONUTAHUSA, HanpuMep KOHTPOSb
OCBELLEHNS, CUHXPOHU3ALNSA BPEMEHU U NO3NLNOHNPOBaHME NNaBy4vmx
MOpCKMX ByeB 1 3HAKOB.

PeweHue

Bo3mMoXXHOCTb MOHUTOpUHIa n ynpasneHns RTU3000C 6e3 BHeLLHero
NCTOYHMKA 3NEeKTponnTaHua Yepes naHernb yrnpaeneHus ¢ nomowibio SCADA
cuctemsl, Hanpumep WinCC

Moapepxka nokanusauumn n NO3MLMOHNPOBAHUSA HaBUTALMOHHBLIX ByeB 1
3HaKOB, BCTPOEHHbIX PyHKUMIA GPS 1 oyHKUMOHanbHbIX 61oku ang
CpaBHEHUA 3adaHHbIX / aKTyanbHbIX 3HAa4YEHWI, BKNOYas aBapunHbie
OMoOBEeLLEeHUs, CHETYMKOB NocneoBaTernbHOCTU NMMYNbCOB, UCMONb3YeMbIX
A51s CUCTEM ynpaBrieHUs1 OCBELLIEHNEM.

MoakntodeHune K ueHTpy ynpaeneHusa yepes 4G / LTE-M /NB-loT nnu 3G
/JUMTS 6ecnpoBogHble ceTu.

Mo3nunoHMpoBaHMe He 3aBUCUT OT anekTponuTaHnsa obbekta. OnpeaeneHune
MecTononoxeHust Yyepes GPS.

Mepepaya gaHHbIX NpoLeccoB (Nepunognyeckas unm no cobbiTMO) NO3BoNAET

Satellite

f‘//l GPS signal

B Industrial Ethernet r

SCADA e.g.
WinCC

SINEMA
RC server

SIEMENS
’hg,ev\uify—for&fé*

Control center

GPS f/‘
)
Battery modules U E

= SIMATIC

— Il RTU3041C with
Extension Board

[ | HART/RS485
O Modbus RTU DO
LED lighting

Sensors

O VPN tunnel

GPS f/
N
Battery modules U 6]
- | SIMATIC

i RTU3041C with

Extension Board

| HART/RS485
[ Modbus RTU

LODO
LED lighting

7. ]

nO3VIL|,VIOHVIpOBaHVIe N MOHUTOPUHI 3MepsaeMbIX 3Ha4YeHUHn

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI

ObICTPO pearnpoBaTb Ha aBapumn.
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SIMATIC RTU3000C - lNnaTa pacwupeHua HART/RS485 SIEMENS
NMoaknoyeHue gatymkoB ¢ nomouwbio Modbus RTU unun HART lngenuity for life

3apava

HeobxoamMmMoCcTb MOHUTOPUHIA yaaneHHbIX CTaHUMen npu oTcyTCTBUN
anekTponuTaHus. B cnyyae OCTUXEHUST KPUTUYECKMX MOPOroB 3Ha4YeHUM
Heobxoanmo OTNpaBNATb aBapuiiHble onoBeLleHna. [aTtynkn, Hanpumep
XMOKOCTHbIE pacxogomepsbl, nogaepxmsatot npotokon Modbus RTU ans
noaknoyYeHnsa Kk Master yCTponcTay.

PeweHue

RTU3000C u xungkocTtHble pacxogomepsbl SITRANS F M MAG8000 pabotatot
6e3 BHelwHero anekTponutanms. SITRANS F M MAG8000 noakntovaeTca
Hanpamyto K RTU3000C 4epes nnaty pacwmpenns HART/RS485. RTU3000C
OTNpaBnseT AaHHble B LEHTP ynpasrneHus (Hanpumep WIinCC) ¢ nomMoLybio
NPOTOKOMNOB TeneynpasneHus.

MecTo yCTaHOBKM He 3aBUCUT OT Hann4nsa BHELLHEro UCTOYHMKA NMUTaHUS.
HenocpencreeHHoe NoaknoyeHme gatymkoB ¢ nomowbio Modbus RTU mnnu
HART Multidrop. QkoHOMUA CpeacTB U BPEMEHU NPY OpraHn3auum
MOHUTOPWHIra pacnpenenéHHbIX yCTPoMUCTB. bbicTpas peakumst Ha aBapum BO
BHewwHen cetn (WAN).

Unrestricted © Siemens 2020
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Control center

*9- | (SINAUT ST7,
DNP3 or

IEC 60870-5-104)

SINEMA RC TIM 1531 IRC
Server
i ) w

I VPN tunnel

B Industrial Ethernet

Self-sufficient 7 - J/ Self-sufficient
measuring station measuring station

Battery = || SIMATIC
25 :

Modbus RTU

MoakntoyeHune gatumkoB ¢ nomowbio Modbus RTU nnu HART

multidrop ¢ nomowbro RTU3000C 1 npoTtoKonos
TeneynpasneHus

*M3o6pemamernbHocmb Onsl XKU3HU
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SIMATIC RTU3000C SIEMENS

YOoaneHHble CTaHUMU uamepeHmnsa Ha ocHoBe SITRANS lngesmuity for Ufe"
3apava
YaaneHHbI 4OCTYN K yCTpoCcTBaM naMmepeHust Ha ocHoee SITRANS. Remote Mainenance
el SITRANS serve 1Q
PeweHne = S g
C6op, xpaHeHWe 1 oToOOpaeHne AaHHbIX YCTPOMCTB, NOOKIHOYEHHbIX K e i : .t ,wm
SIMATIC RTU3000C 4epes kaHanbl aHanorosoro seoga (4-20 mA), HART unu B industral Ethernet SCALANCE SCALANCE »
Modbus RTU (4epes nnaty pacwmpenns HART/RS485) — TR - 0 VPN tumet
EF”“.‘ o ;J,_\,}_\
lMepenada gaHHbIX K 0OQMHOYHOMY Unu pesepeuposaHHoMy SCADA cepBepy C S (x_u; N
nomoLyklo npoTokona MOK 60870-5-104 0w ”
Opranusauna yaaneHnHoro goctyna k HART n Modbus RTU yctponcteBam ¢ y V7 7.
nomouibto SIMATIC PDM Portal Ha yaaneHHOM cepBepe Yepes bpaysep J n mu
(Chrome) ua no6oi ToukM Mupa, yaaneHHas AuarHocTuka u HacTpoiika ;ﬁ=' mfcm Iﬁ=. m'cw
o HART/RS485 HART/RS485
YnaneHHbin goctyn Kk SIMATIC RTU3000C n3 ntobon Toukn mupa vyepes S J-‘-"—‘E'L—, Dy
6paysep (Hanpumep, Chrome) e J = g zue |9 )
o ] | [ °
MNMpenmyulecTBa Fiac oo b e I g

MecTo YCTaHOBKU HE 3aBUCUT OT HalNn4ym4a BHeLLHEro NCToO4YHMKa NUTaHu4.

OKOHOMUS CPeaCcTB 1 BPEMEHU NPU OpraHM3aLmMn MOHUTOPUHTa
pacnpefenéHHbIX YCTPONCTB. 3alyLLEHHbIN yaarneHHbIn JOCTyn. LndpoBusaumsa c nomouwbro SITRANS

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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TeneynpaBneHue SIEMENS
IlnHenka yctpouctB yganeHHoro ynpasneHus (RTU) lngenuity for life

MoaynbHble RTU Ha ocHoBe [Ons 6onbLUKX CUCTEM C BbICOKOM

SIMATIC S7-400 -"'f:; MPOU3BOANTENBHOCTbHIO
e

MoaynbHble RTU Ha ocHOBe ' ns cpegHux cuctem
SIMATIC S7-300 / S7-1500 C MMBKON HaCTPOWKOIA
MoaynbHble RTU Ha ocHOoBe | Ons HebonbLUMX N CPEAHMX CUCTEM
SIMATIC ET 200SP C rMBKON HACTPOWKON

CpegHne bBonbwwne

ManeHbkue

MoaynbHble RTU Ha ocHOBe Onsi HebonbLUMX GHOAXKETHBIX
SIMATIC S7-1200 F cucTeMm

KoMnakTHble =
SIMATIC RTU3000C

Ansa HebonbLlMX CUCTEM, B KOTOPbIX
TpebyeTca aBTOHOMHbIN RTU ¢
ABTOHOMHbIM MUTAHUEM

KomMmnakTHble

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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TunoBble NpuMepbl NpUuMeHeHUa MoaynbHble RTU SIEMENS
Ha ocHoBe SIMATIC S7-1200

Cuctembl BOAonoarotoBkn / BOOQOOYUCTKU

* Konopgubl, HaCOCHble U pacnpeennTenbHble CTaHLNN
BOAOCHaOXEeHUS U UPPUTraLMOHHBIX CUCTEM

+ Cuctembl cbopa gOXAEBOM BOAbl U CUCTEMbI OYUCTKU
CTOYHbIX BO[,

« CnCcTeMbl KOHTPONSA KaHanmMsaumm

+ Cucrtema xpaHeHua (BogHble pe3epByapbl)

YnpaBneHue afieKTpo3aHeprmen, MOHUTOPUHI OKpyXKatoLlien
cpeAbl U TpaHCNOPT

* Cucrtemsbl NpoM3BOACTBA U Nepeaadn afneKTpoIHepPrum
* CUCTEMBI LEHTPaNbLHOro OTONMEeHNs

* CUCTEMbI KOHTPOSA OPOXHOIO ABUXEHUSA

* TyHHenu

« JKenesHooopoXHble CTaHL UK

> [MpubpexHble Masiku

* CncTeMbl MOHUTOPUHIa OKpYXXatoLnm cpeapl

* ['mgpomeTeoposiorndeckne ctaHumm

* CncTembl YIIMYHOIo OCBELLEHNS

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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MoaynbHble RTU Ha ocHoBe SIMATIC S7-1200 SIEMENS
Onsa HebonbLWNX OOAXKETHbLIX CUCTEM lngenuity for ife"

= E-mail onoBewieHunn

E-mail onoBeLleHnsa MoryT 6bITb HACTPOEHbI AN CBOEBPEMEHHOIO NPeAOoCTaBeHUs
NHpopMaLUKN CEPBUCHBIM UHXEHepaM 1 obcnyxmBatoLemy nepcoHany. Ecnv npoucxoasat
cobbITMA B COOTBETCTBUN C HACTPOEHHBLIMW paHee YCNoBUAMK (HanpumMmep yBenuyeHme
3Ha4YeHMs Bbllle 3a4aHHOW rpaHuLbl), TO aBTOMaTUYECKM OTNpaBnseTcsa cneumnansHoe
e-mail onoBeLleHme.

CBA3b C LLEHTPOM ynpaBreHUsA
| 1/ e | Mepuognyeckasn n HacTpanBaemas OTnpaBKa 3HaYeHW, BbIDOPOK MW aBapUHbIX
OMoOBEeLLEHMIN MOXET ObITb peann3oBaHa B HECKOSbKO onepauuni (6e3 nporpaMmMmmpoBaHuns)
B cucteme STEP 7 nonb3oBartenb NpoCTO BbIOMPAET AaHHbIE ANS OTNPaBKU N3 OCHOBHOIO
T S moayns (CPU) S7-1200 v 3agaeT cneumanbHble napamMeTpbl OTIPaBKMU.
Mopaepxka NpsAMoOro B3ammogencTenst u obmeHa gaHHeiMyu mexay RTU ¢ nomoLbto
‘ npotokonos DNP3 n MOK 60870-5-104

i ! XpaHeHue uHcpopmaLmm n onoBeLLeHNNn
’ KommyHukaumoHHble npoueccopsl (CP) 6ydepunanpytoT AaHHbIE C YCTaHOBKON METKM
BpeMeHU ANns npegoTBpaLleHns nx notepu B cnyvae obpbiBa CoeaAnHEHNS
! KommyHukaumoHHble npoueccopsl (CP) MoryT knaccudgumumpoBaTb U COPTUPOBATb AaHHbIE
\ NPy XpaHeHUu 1 nepegasatb UX rpynnaMu B LEHTP yNpaBreHus.

I'IpOCToe noaksriro4eHue K LeHTpy ynpaBJieHUo 6narop,apﬂ HaCTpOVIKe TOYeK AaHHbIX N e-mail onoBeweHUaM.

*M3o6pemamernbHocmb Onsl XKU3HU
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CP 1243-7 LTE n CP 1242-7 GPRS

NMpeumyliecTtBa

CP nogoepxuBatloT cnegyoLine
cTaHaapTbl MOOUNBHON CBSA3N:
CP 1243-7 GPRS (2G, GSM) n
CP 1243-7 LTE (4G, LTE) gnga
nogkntoveHnsa K SCADA cucteme

HacTponka Touek gaHHbIX Yepes
STEP 7 B TIA Portal

bbicTpoe 3awmileHHoe
coeanHeHue ang yganeHHou
ONarHOCTUKN

CP 1243-7 LTE V3.1
nogaepxusatoT SINEMA Remote
Connect ¢ aBTOHaCTPOMKOW

Crtp. 37

SIEMENS
le\g,eo\uily—for&fg

HenpepbiBHasg 3anncb AaHHbIX C
YCTaHOBKOW BPEMEHHOWN METKMU

PaclwimnpeHHas nHrerpauusi B
cTaHumto bnarogapsi 4ocTyny K
CPU koHTponnepa 4vepes Web
NHTEPJdENC U CTaHOAAPTHOMY
noaknyeHuto kK S7-1200

HacTtponka SMS u e-mail
aBapMNHbIX OMNOBELLEHUN

PacwupeHHble pyHKUMN 3anThI
CP 1243-7 LTE: Firewall (Stateful
inspection) n VPN (IPsec)

*N306pemameribHOCMb O KU3HU
RC-RU DI PA CI



NMNogkniovyeHne moaynbHoro RTU Ha ocHoBe S7-1200 K ueHTpy SIEMENS

ynpaBJsfieHnA € noMmouwbO KOMMYHUKaLUOHHOIO npoLueccopa ’hg,ev\uify-for&}[é
CP 1243-1 n ctTaHAapTHbLIX NPOTOKOJIOB TerieynpaBrieHUs

Y KOHEYHOro 3aka34uka yxxe nmeetca yHKLNMOHUpYoLaa cuctema Sl

TeneynpasneHus ¢ RTU cTtopoHHMX npoussoanTtenen. Heobxoammo

WMHTerpuposaTtb B cucteMy RTU Ha ocHoBe S7-1200 unv 3amMeHuTb C MOMOLLbIO _

Hero oHo 13 nmetoLmx RTU CTOPOHHUX NPOM3BOAUTENEN. =8 DSL Router

B Industrial Ethernet
PeLIJeHVIe [ VPN tunnel

Mobile radio

Bonbliasa yactb UeHTpoB ynpasnenunsa nogaepxunsatoT MOK nnu DNP3
NHTEepencol, KOMMYHUKaLMOHHbIE Npoueccopbl CP 1243-1 IEC nnu
CP 1243-1 DNP3 MOXHO HacTpouTb B COOTBETCTBUMN C TpeboBaHNAMM LeHTpa

7

ynpaBneHus 1 NoAKMYNTb B CETb. - Station 1M Station 3rd Party RTU
| SCALANCE | SCALANCE
L M812-1 | M812-1
IF — = = radio router| &
MpeumywecTsa T T T 2
y S7-1200 with S7-1200 with oo &
MogynbeHbin RTU Ha ocHoBe S7-1200 nomoraeT SKOHOMUTbL CpeacTBa CP 1243-1 DNP3 CP 1243-1 DNP3 Controller i'

Gnarogapst MO4YNbHON KOHCTPYKUMK U TMOKMM HacTporikam
nporpaMmmupoBaHus. S7-1200 3TO HagexXHoe peLleHne C BO3MOXHOCTbIO
MacLITabupoBaHus U yryylleHnst B COOTBETCTBMM C ByayLimmum
TpeboBaHnAMMN.

WHTerpaumio cyllecTByOLWMX YCTPOUCTB B LIEHTP yrnpaBrieHus

Cc nomolybio npotokona DNP3

*M3o6pemamernbHocmb Onsl XKU3HU
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CP 1242-7 GPRS SIEMENS
BHewHun B lngenuity for life

Twun MOHTaxa:
* Ha pewky (35 mm B coOT.

co ctaHgaptom DIN EN 50022)
* Ha cteny

Knemmbl UICTOYHUKA NUTaHUSA
24 B nocT ToKa

CeeToanoabl ANarHOCTUKMN:
MutaHne

Craryc noptos (LAN)
YpoBeHb cuUrHana
MOBUNbHON CeTU
TeneynpasneHue

CseToanoabl anga 6asoBon
AVNarHOCTUKN

NopkntoyeHne gon. CP
+ 18-KOHT. KOHHEKTOp (nana)

MNopkntoueHne gon. CP
(S7-1200 wuHa)

* 18-KOHT. KOHHEKTOp (Mama)
(S7-1200 wuHa)

SMA koHHekTop ansg GPRS

CnoT noa KpbILWKOW Ans:
aHTeHHbl (50 Om)

* SIM kapTbl (GSM)

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
Crp. 39 RC-RU DI PA CI



KoMmmyHuKaumoHHbIN npoueccop CP 1242-7 ans SIEMENS
noakno4veHUs K LeHTpy ynpaBneHus ¢ TeleControl Basic lngenuity for Life
yepe3 MOOUNbLHYK ceTb (2G)

Bo3MOXHOCTb / DYyHKUUA MNMpeunmyliectBa

NHTepdencel GSM/GPRS ans BlogpkeTHoe pelueHne ans noaknoyeHns

nogknto4veHus K TeleControl Server Basic > RTU Ha ocHoBe SIMATIC S7-1200 k
LEHTPY yrnpaBneHus ¢ NoanepKkou
TeleControl Server Basic

CP 1242-7 GPRS
6GK7242-7KX31-0XEO

HacTpoiika Touyek gaHHbix B STEP 7 (TIA > [MpocToe obenyxusaHue 6e3

Portal) nporpammupoBaHna SIMATIC S7-1200
ABapuiHble onoselleHus no SMS, e-mail BbicTpoe aBTOMartnyeckoe
HEe3aBMCUMO OT pexunma paboTbl } npenocTasfieHne AaHHbIX CEPBUCHBIM
TeneynpasneHus NHXeHepaMm

Bydepusaumsa gaHHbIX C yCTaHOBKOM > [NonHaga 3anucb gaHHbIX B

BpeMeHHOIZ METKU XpOHO.I'IOFW—IGCKOVI nocrieaoBartesibHOCTU

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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O630p ocobeHHocTen CP 1242-7 GPRS SIEMENS
’Mg,ov\uily—for&}[g

CP 1242-7 GPRS

(6GK7242-7KX31-0XEO0)

OpaHo nogkntoyeHne K modunbHon cetn GSM (2G)
N nepegaya gaHHolx yepes GPRS

[MpoTtokonbl: TeleControl Basic

OTKpbITble KOMMYHUKauun Yepes CPU T blocks

OTtnpaBka SMS coobweHnn n e-mails onoseLLeHNN
[MpocTasl HacTponKa ToOYEK AaHHbIX

PacwupeHHbIn gnanasoH temn.: ot -20°C go +70°C

YnaneHHoe nporpammmpoBaHme U gnarHocTumka c
nomouwbto goctyna kK Web nHtepgency CPU S7-1200

KoMMYHUKaLMOHHbIE NPOLIECCOPbI 4S5 NOAKITHYEHMS
SIMATIC S7-1200 k ueHTpy ynpasneHusa ¢ TeleControl
Server Basic 4epes MobunbHyto cetb GSM (2G)

*M3o6pemamernbHocmb Onsl XKU3HU
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CP 1243-7 LTE
BHewHn BUA

KneMmbl UICTOYHMKA NMUTaHUA
24 B nocT ToKa

CeeTtoamoabl ANarHOCTUKN:

* [MntaHue

» Craryc noptoB (LAN)

* YpoBeHb curHana
MOBUNbLHOM ceTun

* VPN

MNogkntoveHune gon. CP
* 18-KOHT. KOHHEKTOp (Mama)
(S7-1200 wwHa)

CnoT nopg KpbILWKOW gns:
* SIM kapTbl (LTE)

Unrestricted © Siemens 2020
CT1p. 42

SIEMENS
lb\g,ev\uifyfor(,«‘fg

Tun MOHTaXa:
* Ha pewky (35 mm B COOT.

co ctaHgaptom DIN EN 50022)
* Ha cTteHny

Ceetoauoabl Ansa 6a3oBoun
JMNarHOCTUKN

NogkntoyeHune gon. CP
* 18-KOHT. KOHHeKTOp (nNana)
(S7-1200 wmHa)

SMA koHHekTOop ona GPRS
aHTeHHbl (50 Om)

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



KoMMyHuMKaunoHHble npoueccopbl CP 1243-7 LTE pns
noakno4veHUs K LeHTpy ynpaBneHus ¢ TeleControl Basic

yepe3 MooOUnbHYyK ceTb (4G)

SIEMENS
’hg,ev\uily—for&fg

CP 1243-7 LTE
EU variant: 6GK7243-7KX30-0XEO
US variant: 6GK7243-7SX30-0XEO

CT1p. 43

CP 1243-7 no3sBondeT ncnosnb3oBaTtb
KOHTponnepbl S7-1200 kak ycTpoucTsa
yoaneHHoro ynpasneHunsa (RTU) B
cucTtemax TeneynpasneHus.

HacTtponka napameTpoB nepenayu
JaHHbIX B STEP 7

ABapunHble onoseLleHnsa no SMS,
e-mail He3aBMCMMO OT pexrma paboTbl
TerneynpasneHus

Bydepunsaums gaHHbIX C yCTaHOBKOM
BPEMEHHON METKMN

Mopaepxka VPN n Firewall

Mopaepxka nogkntodeHns K SINEMA
Remote Connect ¢ aBTOHaCTPOWKON

LLindppoBaHmne aaHHbIX ¢ nomMmoLbio VPN
ot CP po ueHTpa ynpasneHus ¢
Telecontrol Server Basic

vV v v Vv V \ 4

v

MNogkntoveHune SIMATIC S7-1200 k
LeHTpy ynpasneHus ¢ TeleControl
Server Basic ¢ nomMoLLb MOBUNBHON
cetn (LTE)

MpocToe obcnyxumBaHue 6e3
NporpamMmmMmMpoBaHUs

EbICTpoe daBTOMaTn4yeckoe oroeeLleHne
CepBUCHbIX MHXeHepOoB

HapexHas n HenpepbliBHas 3anucb
AaHHbIX

3alumTa oT noaMeHbl AaHHbIX U
HeCaHKLIMOHMPOBaAHHOIO AOCTYNa

KombuHaumsa ¢ SINEMA Remote Connect
Aenaert yganeHHbln goctyn Kk S7-1200
RTU 3HauuTenbHo npotye

Bbicokasi 3awmta ¢ nomowbio VPN ans
peweHun c TeleControl Server Basic

RC-RU DI PA ClI



O630p ocobeHHocTen CP 1243-7 LTE SIEMENS
’Mg,ov\uily—for&}[g

CP 1243-7 LTE

(6GK7243-7KX30-0XEO — EU Bepcus
6GK 7243-7SX30-0XEO — US Bepcus)

OpgHo nogkntoyeHne kK mobunoeHon cetn LTE (4G)
(pasnunyaetcsa gnsa for EC n CesepHon Amepukn)

[MpoTtokonbl: TeleControl Basic

OTKpbITble KOMMYHMKaumn yeped CPU T blocks

OTtnpaBka SMS coobweHnn n e-mails onoseLLeHNN
[MpocTasi HacTponKa ToOYEK AaHHbIX

BcTtpoeHHble pyHKkumn 3awmTtel (VPN n Firewall)
PacwupeHHbIn gnanasoH Temn.: ot -20°C go +70°C

YnaneHHoe nporpammmpoBaHme U gmarHocTumka c
nomoulbto goctyna kK Web nHtepdency S7-1200 CPU

Mopooepxka SINEMA Remote Connect ¢ KOMMYHUKaLUMOHHBIE NMpoLEecCcopbl A9 NOAKIHYEHNS
aBTOMaTUYeCKOMN HACTPOMKOM SIMATIC S7-1200 k ueHTpy ynpasrneHus c TeleControl
Server Basic Yepes mobunbHyto cetb LTE (4G)

*M3o6pemamernbHocmb Onsl XKU3HU
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CP 1243-1
BHewHn BUA

CBeToauoabl ANAarHOCTUKM:

CrtaTtyc noptoB (LAN)
MogknoveHne K LeHTpY
yrnpasneHus

VPN

O6cnyxmBaHue

MNopkntoueHune gon. CP
18-KOHT. KOHHEKTOp (Mama)
(S7-1200 wwnHa)

Unrestricted © Siemens 2020
CT1p. 45

LINK
CONNECT
VPN
SERVICE

SIEMENS
lb\g,ev\uifyfor(,«‘fg

Twun MOHTaxa:
* Ha pewky (35 mm B coOT.

co ctangaptom DIN EN 50022)
* Ha cteny

Ceetoauoabl Ansa 6asoBoun
JMNarHOCTUKN

* MNopkntoyenune gon. CP
+ 18-KOHT. KOHHEKTOp (nNana)
(S7-1200 wuHa)

Industrial Ethernet nHtepdenc
(HanpumMep AN NOAKMYEeHUs
NPOMBILLSIEHHOIO MapLUpyTmM3aTopa)
+ RJ45 nopt (100 M6wuT/C)

*M3o6pemamernbHocmb Onsl XKU3HU
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KoMmMyHuMKaumoHHbIN npoueccop CP 1243-1

AnA noaknoYeHus K LeHTpy ynpasrieHna vyepe3 WAN ceTb

C NOMOLLbIO MapLUpyTU3aTopa

CP 1243-1
6GK7243-1BX30-0XEO

CP 12431

Nl

Unrestricted © Siemens 2020
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Bo3MOXHOCTb /| ®YHKUUA

CP 1243-1 nopaepxxvBaeT pasfimyHble
npotokosibl — TeleControl Basic, DNP3 n
M3K 60870-5-104.

HacTtpoiika Touek fgaHHbix B STEP 7 &0

(makc. 500 Toyek B FW V3.2 u Bbliwe)

MpsiMo 06MEH AaHHLIMU MEXayY NEW

RTU c ncnonbsoBaHneM NpoOTOKONOB
MOK 60870-5-104 n DNP3

®yHKumn 3awmTtel VPN 1 Firewall NEW

3awumueHHbIn OUC n FQDN agpecauus
ana V3.2 v Bbllle

Moppnepxka SINEMA Remote Connect
C aBTOHACTPOWKOM

LLndpoBaHmne gaHHbIX ¢ nomoLlsio VPN
ot CP 0o ueHTpa ynpaeneHus ¢
Telecontrol Server Basic

>

>

>

>

>

>

SIEMENS
’hg,eo\uify—for&}[é*

Mo3BonsAeT NCnonb30BaTh OAHO PeLLeHNs
B psAde cucteM Gnarogaps noaaepxke
Pa3nNMYHbIX MPOTOKOIOB TerneynpasneHns

[MpocToe obcnyxusaHue 6e3
NporpamMmmMmMpoBaHus

Mpu noTepe coeguHeHUs ¢ LEHTPOM
yrnpaBneHus UM npoMexyTo4HON
ctaHuuen (Node) no DNP3 nnu M3K,
yOoaneHHble CTaHUUn MoryT
obMeHMBaTbCA AaHHBIMU APYr C APYrom

3aluuTa oT noaMeHbl AaHHbIX U
HeCaHKLMOHMPOBAHHOIO A0CTYyna

KombuHauusa ¢ SINEMA Remote Connect
aenaert yganeHHbin goctyn K RTU Ha
ocHoBe S7-1200 3HauyuTenbHO npoLle

Bbicokas 3awmta ¢ nomowbio VPN ans
pewweHun ¢ TeleControl Server Basic

RC-RU DI PA ClI



CP 1243-1
[MpenmywiecTBa

LLinpoknin BbI6Op yaaneHHbIX
NOOKITIOYEHUIN Yepes poyTep,
Hanpumep NHTepHeT (DSL) nnu 2-/4-
npoB. SHDSL kaHan

HacTpoika To4yek gaHHbIX Yyepes
STEP 7 B TIA Portal

BbicTpoe 3alyumLLeHHOe cCoeanHeHne
ONS yOaneHHoOW ANarHoCTUKn

HenpepbiBHas 3anncb AaHHbIX C
YCTaHOBKOW BPEMEHHON METKMU

HacTtpownka e-mail aBapuinHbIx
OnoBeLLEeHUN

PaclwmpeHHasa nHterpaums B
cTaHumto bnarogapsi cTaHgapTHOMY
nogkno4veHuto kK S7-1200

Crp. 47

Moonepxka Telecontrol Basic
MMoakrnoveHue K LeHTpy
ynpasrieHus ¢ TeleControl
Server Basic

Mopooepxka SINEMA Remote
Connect c aBTOMaTU4E€CKOU
HacTpoukon ¢ sepcumn V3.1 n Bbille

SIEMENS
’hg,ev\uify—for&}[é*

Mopoaepxka MIAK 60870-5-104
CneuyunanbHble CP go Bepcun V3.0
CB3b C LEHTPOM YynpaBfeHus,
Hanpumep PCS 7, WInCC nnu
nodbIM APYrMM peLleHnEM Ha
OCHOBE NPOTOKOSIOB
TeneynpasneHnsa MOK.

Moooepxka DNP3
CneunansHble CP go sBepcun V3.0
CBS3b C LEHTPOM yrpasrieHnd Ha
ocHoBe ctaHgapta DNP 3
cneundomkaums 2 (2007/2009)
3almieHHas nepegaya gaHHbIX Ha
bonblune pacctosHus Gnarogaps
cneunarnbHbIM MEXaHU3Mam
3alWmThl, onpeaenéHHbIM B
ctraHgapte DNP3 (DNP3 Secure)

*M3o6pemamernbHocmb Onsl XKU3HU
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O630p ocobeHHocTen CP 1243-1 SIEMENS

lug,u\uix‘y for Ufe"
CP 1243-1 }
(6GK7243-1BX30-0XEOQ, HW 2 plus FW-Version V3.1)

+ OpguH Industrial Ethernet nHtepdeic ¢ RJ45 noptom (10/100 e | s
M6wuT/c) Ansa NoAKNoYEHNS NPOMbILLIIEHHOIO : )
MapLupyTusaTtopa/mogema :

- MpoTokonsl: TeleControl Basic, DNP3, M3K 60870-5 | T

« MNMpamasa ceasb mexay RTU ¢ nomoLubio npoTtokosioB DNP3 un
M3K 60870-5-104

* OTKpbITbIEe KOMMYHUKauun Yyeped CPU T blocks

* Mopaepxka Secure OUC n FQDN agpecauuu g =%
- OTtnpaBka e-mail onoBeLleHni
+ [pocTtas HacTporka Tovek gaHHbIX (Makc 0o 500 Touvek)

- BcTpoeHHble pyHKkumm 3awmtbl (VPN 1 Firewall)
« [MnTaHue no obLlen LWnHe cBSA3N
* PaclwmpeHHbin gnana3oH Temn.: ot -20°C go +70°C

- YnanéHHoe nporpaMMMpoBaHne U AMarHoCTMKa C MOMOLLIbIO KomMyHvKaLmoHHbIe npoleccopel Anst nogkntodeHust SIMATIC S7-

nocTyna Kk Web nHtepdeiicy S7-1200 CPU 1200 k ueHTpy ynpaeneHua c TeleControl Server Basic yepes
BHELLHWNE CETU C NMOMOLLIbIO MPOMBbILLTIEHHBIM POYTEPOB/MOLEMOB
SLANACE M

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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CP 1243-8 IRC
NMpeumyliecTtBa

[MpumeHeHne SIMATIC S7-1200 kak
Hegoporon mogyneHon RTU ¢
nogaepxkon SINAUT ST7 gnsa
HOBbIX N CYLLLECTBYHOLLMX
NOAKHOYEHUN

LLinpoknin Boi6Op ceTen bnarogaps

Hannyuo 2 WAN nopToB:

- 1 Ethernet RJ45 nHTepdenc: ans
NOLKNIOYEHUS BHELLHEro poyTtepa c
MOBUMbHBLIM KaHanom, MHTepHeT
KaHanom u 2-/4-npoB. KaHanom

* 1 nHtepdenc aona TS moaynen
(nogkntodeHue cneea ot CP): ans
COM noptoB RS232, aHanorosbIX
moagemoB, ISDN, GSM

» PesepBupoaHue coeq. SINAUT S7:
Hepes3epB. Unn peseps. COegnHeHNe
K BbILLECTOSALLMM CUCTEMAM U
LEeHTPY ynpaBneHus

Crp. 49

Moopnepxka SINEMA Remote
Connect c aBTOHaCTPOMKOW
(FW V3.1 n Bblle)

bbICTpoe 3alwmieHHoe coen.
Ansa yaaneHHoM ONarHoCTUKN

SIEMENS
le\g,eo\uily—for&fg

[Mooaepxka NpoOTOKONOB
TeneynpasneHus
M3K 60870-5-104 n DNP3

HenpepbiBHas 3anmMcb JaHHbIX C
YCTaHOBKOW BPEMEHHOWN METKM

HacTtponka SMS u e-mail
aBapMNHbIX ONOBELLEHUN

PacLumpeHHble pyHKUMK 3alnTbI:
Firewall (Stateful inspection) u
VPN (IPsec)

HacTpoika Toyek gaHHbIX Yepes
STEP 7 B TIA Portal

*N306pemameribHOCMb O KU3HU
RC-RU DI PA CI



CP 1243-8 IRC
BHewHn BUA

CeeTogmoabl ANarHOCTUKN:

« Craryc noptoB (LAN)

* CONNCT ETH: ctatyc
NnoaKn4YeHns Yyepes
Ethernet nopt

* VPN

* CONNECT RS232: cratyc
NoaKM4YeHns Yyepes
COM nopt

MNogkntoveHune gon. CP
* 18-KOHT. KOHHeKTOop (Mama)
(S7-1200 wwnHa)

Unrestricted © Siemens 2020
C1p. 50

SIEMENS
’hg,ev\uifyfor&fg

Tun MOHTaXa:
* Ha penky (35 MM B COOT.

co ctanHgaptom DIN EN 50022)
* Ha cteny

CseToauoabl Ansa 6a3oBoun
JNarHoCcTUKn

MNogkntoveHne gon. CP
+ 18-KOHT. KOHHEKTOp (nana)
(S7-1200 wuHa)

Industrial Ethernet uHtepdenc
(Hanpumep Ans NoAKIYeHus
NPOMbILLITIEHHOIO
MapLupyT1sartopa)

RJ45 nopt (100 M6uTt/c)

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



O630p ocobeHHocTen CP 1243-8 IRC SIEMENS
’hg,eb\ui{y—forufg

CP 1243-8 IRC

(6GK7243-8RX30-0XEO, HW 2 plus FW-Version V3.1)

+ OpguH Industrial Ethernet untepdeiic ¢ RJ45 noptom (10/100
M6wuT/C) Ans NOAKIOYEeHUsS NPOMBbILLSIEHHOIO
MapLupyTusaTtopa/mogema

« lNpotokonbl: SINAUT ST7, DNP3, MOK 60870-5-104

* [Mpsimon o6bmeH gaHHbIMK Mexay RTU ¢ nomoLLbto
npoTtokonos DNP3 n MOK 60870-5-104

* OTKpbITble KOMMYHUKauun Yyepes CPU T blocks

- MNoppepxka Secure OUC n FQDN agpecauumn

- OTnpaBka e-mail onoBeLeHNI

+ [NpocTtasa HacTporka Tovek aaHHbIX (Makc 0o 500 Tovek)
- BcTpoeHHble pyHkummn 3awmTol (VPN 1 Firewall)

* [MuTtaHmne no obLien LWnHe CBA3N

. Y . _-20° o
Pacm_l_/lpeHHbM AVEIEERIIELTS Cf RS 29 TS KoMMyHMKauMoHHbIE npoueccopbl Ans noakroydeHna SIMATIC S7-
* YAaneHHoe nporpaMmM1poBaHmne U AarHocTika ¢ MoMoLLbIo 1200 k LeHTpy ynpasneHnus ¢ TeleControl Server Basic yepes
Aaoctyna k Web untepcpeicy CPU S7-1200 BHELLHWE CETU C MOMOLLbIO NPOMbILLSIEHHBIM POYTEPOB/MOAEMOB
« MNoppepxka SINEMA Remote Connect ¢ aBTOHaCTPOMKOMN SLANACE M

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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KommyHukaumoHHbIN npoueccop CP 1243-8 IRC

AnA noaknoYeHus K LeHTpy ynpasrieHna vyepe3 WAN ceTb

C NOMOLLbIO MapLUpyTU3aTopa

CP 1243-8 IRC
6GK7243-8RX30-0XEO

Unrestricted © Siemens 2020
CT1p. 52

Bo3MOXHOCTb /| ®YHKUUSA

CP 1243-8 IRC noooepXnBaeT pasfindHbie
npotokosbl — TeleControl Basic, DNP3 n
M3K 60870-5-104.

[8a WAN coeaunHeHus ansa SINAUT ST7:
1) Ethernet: RJ45 nopt
2) Yepes HacTpanBaembi TS Moaynb

HacTtpowka Toyek gaHHbIx B STEP 7
(makc. 500 Toyek B FW V3.2 1 BblLLe)

Mpsimon oBMeH JaHHBIMU MeXAay

RTU c ncnonb3oBaHnem nNpoTOKONoB
M3K 60870-5-104 n DNP3

®yHKkumn 3awmtel VPN 1 Firewall

3awmweHHbin OUC n FQDN agpecauus
ana V3.2 n Bbllwe

Moppepxka SINEMA Remote Connect
C aBTOHACTPOMKOW

>

>
=N

NEW

>

>

>

SIEMENS
’hg,eo\uify—for&}[é*

[Mo3BONAET UCMONb30BaTh OAHO PeLLEeHUs B
psae cuctem bnarogaps noaaepxke
Pa3nMYHbIX MPOTOKONOB TeNneynpaBneHus

[Mopoeprkka pasniyHbIX UHTEPdENCOB U
pe3epBUpoOBaHNE KaHaroB CBA3N
SINAUT ST7 ona ysenn4eHua AoCTyMnHOCTU

[MpocToe obenyxusaHue 6e3
nporpaMMMpoOBaHus

[Mpn noTepe coeanHeHNs C LEHTPOM
ynpaBneHns unm NnpoMexyTo4HON
ctaHuuen (Node) no DNP3 unu M3K,
yoaneHHble CTaHuMmM MoryT obMeHmBaTbCS
AaHHbIMW OpYr C ApYyrom

3almTa oT NoAMEHbI AaHHbIX U
HeCcaHKLMOHMPOBAHHOIO A0CTYnNa

KombuHauumsa ¢ SINEMA Remote Connect
aenaet yganeHHbin goctyn K RTU Ha
ocHoBe S7-1200 3Ha4ynTenbHO npotLue

RC-RU DI PA ClI



MoaynbHble RTU Ha ocHoBe KoHTponnepoB SIMATIC S7
O630p hpyHKLMN KOMMYHUKALUOHHbIX npoueccopoB (CP)

CP 1242-7 GRPS CP 1243-7 LTE CP 1243-1 CP 1243-8 IRC

MpoTokonbl TeneynpaeneHus

Tun RTU
MpomexyTouHasa ctaHuusa (Node)
LleHTp ynpaBneHus (Master)

Bydepusaums gaHHbIX

PesepBupoBaHue coeauHeHUst

VPN (IPsec)

Nopapepxka SINEMA RC ¢ aBTOHacTporKown
NOAKMYEHUs

1) BusAdapter He BKIOYEH B NOCTaBKY
Unrestricted © Siemens 2020

CT1p. 53

éf-

1 x paguo (SMA rHe3n0)

GSM ceTb (2G)

TeleControl Basic

S7-1200
Het
Het

[o 64.000 cobbiTun

Het

Het

Het

2 CP FW V3.0

1 x paamo (SMA rHe3po)

LTE cetb (4G)

TeleControl Basic

S7-1200
Her
Her

0o 64.000 cobbiTumn

Her

Oa
fda ¥

3 CPFW V3.1

4 CP FW V2.0

1 x Industrial Ethernet (RJ45)

TeleControl Basic
DNP3 2
M3K 60870-5-104 2

S7-1200
Her
Her

[o 64.000 cobbiTun (TeleControl Basic,
DNP3, M3K)

Her

Oa
IER)

SIEMENS
lhg,ev\uifyfor&}[g

1 x Industrial Ethernet (RJ45)
1 X 18-KOHT WKMHa Ana noaknyYeHna TS
Moaynewu

SINAUT ST7
DNP3 2
M3K 60870-5-104 2

S7-1200
Her
Her

0o 64.000 cobbiTun (TeleControl Basic,
DNP3, M3K), Ao 16.000 uHd. dpperimoB
(SINAUT ST7)

Aa (ana SINAUT ST7 ¢ nomoubio TS
Moayns)

Oa
Ra?

S FW V2.1, ET 200SP CPU V2.5 u TIA Portal V16
*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



MoaynbHble RTU Ha ocHoBe SIMATIC S7-1200 SIEMENS

0630p hyHKUUN KOMMYHUKALMOHHbIX npoueccopoB (CP) lngenuity for life

BecnposogHoin nHtepdenc(Tnn KOHHEKTOpa aHTEHHbI SMA, e LTE

SIM kapta) GPRS (2,5G), UMTS (3G) LTE (4G) (pesepB UMTS, GPRS)

Moaaepka NPOTOKONOB TeneynpaBneHus TeleControl Basic TeleControl Basic TeleControl Basic SINAUT ST7
DNP3, MK 60870-5-104 DNP3, MK 60870-5-104
HacTpouka B TIA Portal HauMHas ¢ Bepcum V14 SP1 V14 SP1 V14 SP1
OHnaiiH anarHocTuka

S onosewierun? o ST ST
E-mail onoseLyeHung 3
HacTtpowika Toyek gaHHbIx, makc. 200 (500 ana FW V3.2)

wrowme SRR ERE
DNP3, M3K) 00 16.000 uHd. dpenmos (ST7)
v

3awmweHHbin OUC n FQDN agpecauunsa (FW V3.2)

<< J< ) P
NNNS
< <
<<

B: Q
SN

NONNS
<< << ]

1 MogkntoueHre K WAN ceTu ¢ nomoLbto poytepa (Hanpumep, SCALANCE M) 2 HW release 2 n FW release V3.0 1 Bbiwe 3 FW V3.0 (4 Bbiwe) 6e3 akTVBMPOBaHHOM (hYHKLMMN TerneynpasneHms
4 CPU Firmware V4.1 n CP Firmware V2.0 1 Bbilwe 5 HW release 2 u FW release V3.1 v Bbilwe 6 CPU Firmware V4.2 n CP Firmware V2.0 u Bbille
Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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TeneynpaBneHue SIEMENS
IlnHenka yctpouctB yganeHHoro ynpasneHus (RTU) lngenuity for life

MoaynbHble RTU Ha ocHoBe [Ons 6onbLUKX CUCTEM C BbICOKOM

SIMATIC S7-400 -"'f:; MPOU3BOANTENBHOCTbHIO
e

MoaynbHble RTU Ha ocHOBe ' ns cpegHux cuctem
SIMATIC S7-300 / S7-1500 C MMBKON HaCTPOWKOIA

CpegHne bBonbwwne

MoaynbHble RTU Ha ocHOoBe | Ons HebonbLUMX N CPEAHMX CUCTEM
SIMATIC ET 200SP C rMBKON HACTPOWKON

ManeHbkue

MoaynbHble RTU Ha ocHOBe Onsi HebonbLUMX GHOAXKETHBIX
SIMATIC S7-1200 F cucTeMm

KoMnakTHble =
SIMATIC RTU3000C

Ansa HebonbLlMX CUCTEM, B KOTOPbIX
TpebyeTca aBTOHOMHbIN RTU ¢
ABTOHOMHbIM MUTAHUEM

KomMmnakTHble

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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TunoBble NpUMepbl NPUMEHEeHUA MoAyNbHbIX RTU SIEMENS
Ha ocHoBe SIMATIC ET200SP lngesmuity for Ufe"

- HapexHoe cHabXxeHne 4acTHOro 1 NPOMBbILLMEHHbIE CEKTOpa NUTLEBOW BOAOW, NPUPOAHbLIM Fra30M, OTOMNNIEHUEM U
ANEeKTPMYEeCTBOM Yepes pacnpenenéHHble ceTu

+ TpaHcnopTupoBKa rasa, HedTn 1 HedbTeENPOAYKTOB Yepes TpybonpoBoabl
* YpaneHHbln MOHUTOPWUHI BO30OOHOBNAEMOWN SHEPIUN, BETPSAHbLIX TYPOUH N COSNTHEYHbIX 3STIEKTPOCTaHLNN

¢ MOHMTOpI/IHF n ynpasrneHne cncremamm KaHanusauumn, cuctemamm 060pa AoXOeBou BOAbI U KOHTpPOIA
nogrtonneHnda, cucremMamm O4YUCTKU CTOYHbIX BO/

- 3alumTa oT NoATONNEHUA U MOHUTOPUHI YPOBHS BOAbI

+ CucteMbl ynpaBneHns JOPOXHbIM ABUKEHNEM N HOBOCTHbLIE OMNOBELLEHUS
* YOeneHHbI KOHTPOMb 3anofHEHUsI Ppe3epByapoB U XpPaHUNULL

+ KOHTpOmb CenbCcKoro Xo3sncTea u MppuraLnoHHbIX cUcCTeM Tennuy

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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MoaynbHble RTU Ha ocHoBe ET 200SP SIEMENS
ANA cpegHUuX CUCTEM C TMOKON HAaCTPONKOWU lngenuity for life

Cuctembl TeneynpasneHus ¢ CP 1542SP - 1 IRC

KoMMyHUKaUWOHHbIE NpoLEeccopbl NOAAEPXKMBAKO pasfnyHble NPOTOKOSbI TeneynpasneHus,
Takme kak DNP3, MOK 60870-5-104 and TeleControl Basic ons NOAKNIYEHNS K LIEHTPY
ynpaeneHus. [Jaxe yaaneHHble nogcuctemsl ceasun (RTU) Ha ocHoBe obopyaoBaHus
pacnpeaenénHon nepudepumn SIMATIC ET 200SP MoryT ObiTb MUHTErPUPOBAaHbI B LIEHTP
yrnpaBneHus.

CDyHKLWIVI TeneynpaBiieHuUsA v
KommyHumkaumoHHble npoueccopbl CP 1542SP-1 IRC nogaepxusatoT OyHKUMU

aBTOMaTUYECKON NPUBA3KN METKM BpeMEHU, Bydepmnsaumm gaHHbIX 418 rapaHTum nepegaydv
AaHHbIX 6e3 noTepb B criydae obpbIB coeanHeHnsa n e-mail onoseleHni (No cobbITHIO)

YaaneHHoe nogkritodeHe Yyepes YacTHY0 UM NyBnnYHyo ceTb MOXET OCYLLIECTBATLCS Yepes
BHELUHUIM NpoMblilneHHbIn MmapipyTtmusatop SCALANCE M, NoaKnNtoYeHHbIN K
KOMMYHMKaLMOHHOMY npoLeccopy Yyepes Ethernet noprt.

[nsa 3awmTel Nnepegayvm aHHbIX KOMMYHUKaUWOHHBIN npoueccop (CP) nogaepxusaet
3awuweHHoe coeanHeHne (OpenVPN) ¢ SINEMA Remote Connect ¢ aBTOHaCcTPOMKON
coeanHeHus

MHTerpaumnna B TIA Portal Vv
HacTtporika Bcero doyHkumoHana CP 1542SP-1, Bkntovasi HACTPOMKY TOYMEK AaHHbIX,
ocywecTtensietcs B TIA Portal ¢ nomowsto STEP 7 Professional.

KoMMyHMKaLnoHHble npoueccopbl (CP) pacwmpsitoT BO3MOXHOCTU KOHTporsepoB SIMATIC ET 200SP

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI
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CP 1542SP-1 IRC
NMpeumyliecTtBa

MpnumeHenne ET 200SP B
KadyecTtBe mofaynbHoro RTU gns
HOBbIX N CYLLECTBYIOLLNX
NOAKITHOYEHUN TeneynpaBieHns

HacTpoika Toyek gaHHbIX Yyepes
STEP 7 B TIA Portal

PasnnyHble BapuaHThbl
NOAKITHOYEHMA C MOMOLLbIO
BusAdapter

LLinpoknn Bei6op yaaneHHbIX
NOAKITIOYEHUIN Yepes poyTep,
Hanpumep becnpoBOAHOW KaHan,
NHTepHeT (DSL) nnu 2-/4-npos..
SHDSL kaHan

Crtp. 58

SIEMENS
le\g,eo\uily—for&fg

Moonepxka NPOTOKOSOB
TeneynpasneHus — TeleControl
Basic, DNP3, MOK 60870-5-104 u
SINAUT ST7

HenpepbiBHasg 3anncb AaHHbIX C
yYCTaHOBKOW BPEMEHHOWN METKMU

HacTpownka e-mail onoseLueHnin

CP 1542SP-1 IRC V2.0
nogaepxusaet SINEMA Remote
Connect ¢ aBTOHaCTPOMKON

bbicTpoe 3awmeHHoe
coeuHeHne Ons yganeHHou
ANAarHOCTUKN

*N306pemameribHOCMb O KU3HU
RC-RU DI PA CI



CP 1542SP-1 IRC SIEMENS
BHewHun B lngenuity for life

BusAdapter (BA)
PN nopt 1 n PN nopt 2
(RJ45, FC, SCRJ)

MoHTax/gemoHTax Ha penky DIN
6e3 gon. HCTpyMeHTa

CeeTtoamoabl cTaTtyc u oWnBOoK:
STOP/RUN: 3eneHbin/XenTtbin
ERROR: kpacHbIN
MAINT: »kenTbin

CeeTogmoabil:
LINK 1 n LINK 2

OTUKETKa

|
MnTanue 24 B nocTt Toka (rHe3no) |

5 o
60 mm A
l > /
>
60
Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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MoaynbHbIn RTU Ha ocHoBe SIMATIC ET 200SP SIEMENS
0630p hyHKLUMOHANbHbLIX OCOOEHHOCTEN lngenuity for Life

CP 1542SP-1 IRC

‘ 2 nopta 4Yepe3 BusAdapter
Mopaepxka Industrial Ethernet (R i R0 Lela)

MpoTokonbl TeneynpasneHus TeleControl Basic, SINAUT ST7
DNP3, M3K 60870-5-104

Hactporika B TIA Portal 2
OHnanH gnarHocTuka

SMS onoBeLlleHnsa
E-mail onoselueHusa »

HacTtponka Toyek gaHHbIX, Mmakc. 500
(makc. 1.500 gns FW V2.1)
Jo 64.000/100.000 cobbiTuin

Bydepusauna gaHHbIX (TeleControl Basic / DNP3, M3K)
00 32.000 uH. dopenmos (ST7)

Hoctyn Kk Web nHtepderncy CPU koHTponnepa

Mopoepxka VPN (IPsec), Firewall HeT

Moppepxka Open User Communication (OUC)
3awmwweHHsin OUC n FQDN agpecauna (FW V2.1)

< <<

Mopaepxxka SINEMA Remote Connect (OpenVPN) D

1) SINAUT ST7 Firmware V2.0 v Bbilwe 2 CP FWV1.0: V14 u Bbiwe, CP FW V2.0: V15 u Bbiwe 3 FW V2.0 (1 BbILK) 6Ge3 aKTUBMPOBAHHOW DYHKLMUW TeneynpaBneHus

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
Crp. 60 RC-RU DI PA CI



KoMmmyHukaumoHHbIn npoueccop CP 1542SP-1 IRC SIEMENS
NpocTtasa HacTponka VPN coeanHeHus ¢ SINEMA Remote Connect lngenuity for life

3apava

Heobxoammo noaknoumTb BCe YCTPOWCTBA YAaNeHHOro ynpaBneHns B LEHTP SINEA et B Industrial Ethernet
S7-1500 .
yrnpaBrneHus Yyepes nyonmyHyro ceTb, MCNONb3ys 3allULLEHHOE COEANHEHME. Dm GUEEESEE connetion £ VPN tannel

IRC

1531
Bce VPN coeanHeHnsi HeobxoauMo HacTpavBaTb U3 eQUHOIO LieHTpa.

=]
L(Hl

Control center (e.g. PCS7)

PeweHue
Aminetz 7

SINEMA Remote Connect Server yctaHaBnmBaeTCs Ha KOMMbKOTEPE UK - N\
cepBepe B LieHTpe ynpaeneHus. N3 gaHHoro npunoxexHus oyget Y
OCYLLECTBNATLCS LeHTpanu3oBaHHoe yrnpasrneHue sawmieHHsimm VPN
COeANHEHNSIMY Morib3oBaTenen U NPOMbILLNIEHHbIX YCTPONCTB.

SCALANCE
SCALANCE M&76-4

M812-1

SCALANCE
MB874-3

]
T
11

—d
§7-1200 with S7-1200 with

MNMpenmyuwectBa
CP 15425P-1 IRC CP1243-1 CP1243-8 IRC

SINEMA Remote Connect 3Ha4nTenbHO ynpoLlaeT NoaKNioYeHne yaaneHHbIxX Station Station Station Station
cTaHumn (RTU)

KOMMyHVIKaLI,VIOHHbIVI npoueccop CP 1542SP-1 IRC nogaepXmBaet SINEMA 3au_luu_leHHoe nogkntoyYeHue K ueHpr ynpaBneHMﬂ

Remote Connect c aBTOHACTPOKOM M NO3BOMSET HACTpauBaTh NpsiMble MpocTtas HacTpoiika VPN coeanHenus ¢ SINEMA Remote
noaksioveHus K RTU. Connect

G_IK10_XX_50705

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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KoMmmyHukaumoHHbIn npoueccop CP 1542SP-1 IRC SIEMENS
UHTerpauma moaynbHoro RTU Ha ocHoBe ET 200SP B lngesmuity for ife
cyuwecTtBymoLwyro cuctemy ¢ SINAUT ST7

3anaqa WinCC TeleControl
Heobxognma oTnpaBka AaHHbIX NO COBLITUIO U NepMoanYeckasn oTnpaBka
SCALANCE
AaHHbIX RTU ocHoBe SIMATIC ET 200SP B ueHTtp ynpasnexus (SCADA). e RRE T =
A
Control center
Pel'ueH Me B Industrial Ethernet Internet 3
MpocToe noakmnioderne CP 1542SP-1 IRC k ET 200SP nossonsieT cosaath S VPN tumnel s ]
NOMHOLIEHHOE YCTPOMCTBO yaaneHHoro ynpaenenus (RTU), nogknioumTb ero K ,,mf,':‘:
LEeHTpY ynpaBneHus n ocywecTBrnaTb yaaneHHoe ynpasrneHue. B kadyecTtse N

npoToKkona TeneynpasneHns 6yaet ucnonb3oatbcs SINAUT ST7.

SCALANCE [T
M874-3 |[]

MNMpenmyliecTBa
S?—?"500

YaaneHHoW MOHUTOPUHT 1 ynpaeneHne RTU Ha ocHoBe ET 200SP akoHOMUT E
BpeMs 1 cpeacTtea bnarogaps CHUKEHUIO BPEMEHN MPUCYTCTBUSA CEPBUCHDBIX
NHXXEHEepPOB Ha ObbekKTE.

M812-1 M812-1

CP 1542SP-1 IRC CP 1542
Station Station Station

G_IK10_XX_10440

3almTa nHBeCTMLMIA Brnarogaps CMoMb30BaHMIO MPOBEPEHHOro NPOTOKOMNa
Teneynpasnexus SINAUT ST7. WUHTerpaumsa moaynbHoro RTU Ha ocHoBe ET 200SP B

MpocTas HacTpoiika MoaynbHbIXx RTU B TIA Portal. cyuiecTBylowyro cuctemy ¢ SINAUT ST7

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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TeneynpaBneHue SIEMENS
IlnHenka yctpouctB yganeHHoro ynpasneHus (RTU) lngenuity for life

MoaynbHble RTU Ha ocHoBe [Ons 6onbLUKX CUCTEM C BbICOKOM

SIMATIC S7-400 -"'f:; MPOU3BOANTENBHOCTbHIO
e

MoaynbHble RTU Ha ocHOBe ' ns cpegHux cuctem
SIMATIC S7-300 / S7-1500 C MMBKON HaCTPOWKOIA

CpegHne bBonbwwne

MoaynbHble RTU Ha ocHOoBe | Ons HebonbLUMX N CPEAHMX CUCTEM
SIMATIC ET 200SP C rMBKON HACTPOWKON
MoaynbHble RTU Ha ocHOBe Onsi HebonbLUMX GHOAXKETHBIX
SIMATIC S7-1200 F cucTem

KomnakTHble =
SIMATIC RTU3000C

ManeHbkue

Ansa HebonbLlMX CUCTEM, B KOTOPbIX
TpebyeTca aBTOHOMHbIN RTU ¢
ABTOHOMHbIM MUTAHUEM

KomMmnakTHble

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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TunoBble NpUMepbl NPUMEHEeHUA MoAyNbHbIX RTU SIEMENS
Ha ocHoBe KoHTponnepoB SIMATIC S7-300/400 n S7-1500 lngenuity for Life

- HapgexHoe cHabeHue 4acTHOro 1 NPOMBILLIIEHHOIO CeKTopa NUTLEBOW BOAOW, MPMPOAHBLIM ra3oM, OTOMMEHNEM U
ANEeKTPO3Hepruein Yepes pacnpenenéHHble cetu

« TpaHcnopTupoBKa rasa, HedTn U HedPTENPOAYKTOB Yepes TpydbonpoBoabl
* YaaneHHbin MOHUTOPUHI T3AL, BETPSIHBIX TYPOUH N COMHEYHbIX 3NEKTPOCTaHLMN

¢ MOHI/ITOpI/IHF N ynpasJsieHne cnmcremMmamm KaHanusauum, cmctemamm c6opa AoXXaesown BoAbl U KOHTpPOINA noatonieHund,
cncremMmamMmm O4YNCTKU CTOYHbIX BO/

+ 3aluTa oT NoATONNEHUS U MOHUTOPWUHI YPOBHA BOAbI
* Cucrtemsl yrnpaBJieHNA U KOHTPONA OOPOXHOINo ABNXEHNA

* YaaneHHbIh KOHTPOIb 3anofTHEHUS pe3epBYyapoB M XpPaHUNULL, BOAbI

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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MoaynbHble RTU Ha ocHoBe KoHTponnepoB S/7-300/400/1500 SIEMENS
NMpenmywectBa TIM moaynen lngenuity for life

KommyHukaunoHHble TIM moaynu (Telecontrol Interface Module)

ObecneumBatoT noakntoyeHne koHTponnepoB SIMATIC S7-1500 unu

SIMATIC S7-300/400 kak moaynbHbix RTU K LEHTPY ynpaBrieHus.

[lepenatoT gaHHbIe Yepes npomblwneHHyo Ethernet cetb (LAN 1 WAN) u

NO3BOMAIOT HALAEXHO nepeadaBsaTh JaHHbIE MPOLECCOB U yrpasBrieHus. -

[TOCTOSAHHbLIN MOHUTOPUHI NOAKITHOYEHNA N cocenen | o

- ABTOMatTnyeckasa CMHXpPOHU3aLna BpeMEHU N yCTaHOBKA BPEMEHHbLIX METOK ' ] .

* YHuBepcarnbHoe npMMeHeHne B ctaHuusix (Station), yanoBbix ctaHumns (Node | ﬂ‘\
Station) n ueHTpax ynpasneHusi (Control Center) 3 nb

MpoBepeHHbIN npotokon SINAUT ST7 unu ctanpaptHblie DNP3 nnn M3K 60870-5

MOTyT ObITb NCNOMIb30OBaHbI AnA TeneynpaBrieHUs.

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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MoaynbHble RTU Ha ocHoBe SIMATIC S7-1500 n S7-300/400 SIEMENS
ANt CACTEM C CUCTEM C BbICOKOW NPOU3BOAUTENIbHOCTLIO lngewuity for Uife

Cucrembl TeneynpasneHUsa ¢ moaynsamMmm teneynpasneHus (TIM) v

PasnunyHble mogynu Teneynpaenexus (TIM) nogaepxusatot npotokon teneynpasneHna SINAUT
ST7 v oTkpbITble Npokonbl DNP3, M3OK 60870-5-101/104 ona nogkniovYeHns K LEHTPY ynpaBrieHus.
YpaneHHyto nogcuctemy ceasm (RTU) ¢ 60nbLMM KONMMYEeCTBOM NOAKIIOYEHHBIX NONEBbIX
YCTPOWCTB MOXHO OpraHmM3oBaTtb Ha 6ase koHTponnepoB SIMATIC S7-300/400 (Bkntovas F/H-CPU)
n S7-1500

PyYyHKUUU TeneynpaBrneHus v

Mogaynu Teneynpasnexus (TIM) npegnaratoT WMPOKUA pyHKUMoHan —6ydepmsaumio gaHHbIX C
aBTOMaTn4yecknum gobasneHneM MeTKn BpeMeHu Ans co30aHns nocreoBaTenbHOCTU COObITUIA U
oTnpaBky e-mail onoseLLeHnI.

YnaneHHoe nofknoyeHre Yepes YacTHble U NyBrnnyHblie CETU MOXHO OCYLLECTBNATL Yepes
mapwpytmnsatopbl SCALANCE M unn mogemsl, KoTopble nogkntovarotca k Ethernet unum
nocregosarenbHbIM nopTam moayneun teneynpasnenus (TIM).

WHTerpaums c TIA Portal v

HacTpovika Bcex napameTpoB nepegaydn AaHHbIX ocywectenseTtcd B TIA Portal ¢ nomoubio
STEP7 Professional V15.1.

Telecontrol Interface Modules (TIM) — 3To Mmoaynu, KOTOpble PacLUMPAT KOMMYHUKaLMOHHbIE BO3MOXHOCTHU

KoHTponnepoB (SIMATIC S7-1500 n S7-300/400) n aktTuBupyroT oyHKLMU TeneyrnpaBneHus

*M3o6pemamernbHocmb Onsl XKU3HU
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MoaynbHble RTU Ha ocHoBe KOoHTponnepoB S7-300/400/1500
NMpenmyuwectsa TIM 1531 IRC

MpumeHeHne SIMATIC S7-1500
KaK BbICOKOMPOM3BOAUTESIBHOIO
moaynbHoro RTU ¢ nogaepxkon
SINAUT ST7 ans HOBbIX U
CYLLECTBYHOLLUX NOLKITHOHEHUN

HacTponka Toyek gaHHbIX Yepes
STEP 7 Professional (TIA Portal)

3 X RJ45 nopta ans pabotbl

B IP ceTax (WAN/LAN) n

1 x RS-232/ RS-485 onsa pabotbl B
knaccuyecknx WAN ceTax

HenpepbiBHas 3anmMcb JaHHbIX U
yCTaHOBKa BPEMEHHON METKU

1 Firmware V2.0 u Bbiwe + TIA Portal V15.1
Unrestricted © Siemens 2020
CT1p. 67

2 Firmware V2.1 u Bbiwe, ET 200SP CPU V2.5 + TIA Portal V16

SIEMENS
’hg,ev\uify—for&fé*

Moooepkka cTaHOapPTHbIX
npotokosioB DNP3 un

MO3K 60870-5-101/104 BmecTe C
STEP 7 Professional (TIA Portal) Y

LLinpoknin BoiGOp ceTen ans
yAaneHHoro goctyna yepes
BHELLHWI MapLupyTn3artop,
Hanpumep MobunbHasi CeTb,
NHTepHET n 2-/4-npoB. KaHan

PesepBupoBaHne coegmHeHNN,
[MNepekntoyeHne coegnHeHNN

YHuBepcanbHO pelleHne ang
YCTPOUCTB B pexmmax Station,
Node Station n Control Center

I'Iop,,u,ep>|<MBaeT ncrnosib3oBaHue C
SIMATIC S7-300/400 u ET 200SP 2

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



SIMATIC TIM 1531 IRC

BHewHn BUA

CseToanoabl AUarHOCTUKN |

Run / Error / Connect

CeeToguoabl
Industrial Ethernet
NHTEpdencos
3eneHbln: ecTb NoAKm.

1 x nocnen. nHTepdgemnc
9-koHT SUB-D
RS-232/RS-485

3 x Industrial Ethernet
nHTepdoenca

(RJ45 nopTbl)

1 x 10/100/1000 M6wuTt/c
2 x 10/100 MoéwuT/c

Unrestricted © Siemens 2020
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SIEMENS
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KHonka Stop / Reset

Cnot gna SMC kapTbl
(SIMATIC Memory Card)

MNutanne 24 B nocT Toka
(rHe3mo)

*M3o6pemamernbHocmb Onsl XKU3HU
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TIM 1531 IRC
PYyHKLUN

PyHKUUN:

Mepenada gaHHbIX C NOMOLWbLIO NPoToKoNoB TeneynpasneHns SINAUT ST7, DNP3 nnu

M3K 60870-5-101/104

TIM 1531 IRC moxeT paboTaTb B pexunmax “Station”, “Node Station” unu “Master”

Mopaepkka pe3epBMpPOBaHUS COeAMHEHMUS C UCMONb30BaHMEM pPasnnyHbIX cpeq nepeaayv AaHHbIX,
6e3 noTepun JaHHbIX NPW NEPEKIOYEHNN Ha pe3eps.

CWHXpOHM3aUUsa BpeMEeHN MOAYMS C NOMOLLIbIO MPOTOKONOB Teneynpasnenus unn NTP

Moaynb obnagaet cobCTBEHHBIM NPOLLECCOPOM M NamMsATbio ansa 6ydepusaunm 100,000
MHopMaumnoHHbIx ppenmos (SINAUT ST7) unm 250,000 cobbitnin (DNP3 nnu

MO3K 60870-5-101/104) ans npegoTBpalleHns noTepu AaHHbIX Npy obpbiBe COeANHEHUSA C LLEHTPOM
yrnpaBneHus unmn coceaom.

3awura:

CoBMECTHO C npoMbILWneHHbIMK1 MappyTnsatopamm SCALANCE M moaynn TIM 1531 IRC
NpeaocTaBNAT 3allMLLEeHHOe COeAMHEHME K BbILLECTOSALLEMY LIEHTPY yrpaBlieHUs.

OdunarHocTuka:

LUVIpOKVIe beHKLI,I/II/I AONarHoCTUKM No3BOJTIAKOT 3alnncbiBaTb NMpmnem u nepenady aaHHbIX

O6cnyxuBaHue:

MonHas koHdurypauusa TIM 1531 IRC V2.1 yepe3 STEP7 Professional (TIA Portal) V16 1 Bbiwe

Unrestricted © Siemens 2020
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Moaynb TeneynpaBneHusa TIM 1531 IRC ana noaknro4veHuUs K SIEMENS

LeHTpyY ynpaBrneHusa ¢ Telecontrol yepe3 BHeLWWHUHA

vapwpymusatop (WAN) pemre——
TIM 1531 IRC Bo3MOXHOCTb /| ®YHKLUUA

6GK7543-1MX00-0XEO Ncnonb3oBaHne B cuctemax
TeneynpasneHusa SINAUT ST7 kak

YCTPOWCTBO yAaneHHOoro ynpasreHus >
(RTU) gana S7-1500 nnu kak
MPOMEXYTOYHYIO/OCHOBHYIO CTaHLUIO

Hosoe N0 V2.0 nogaoepxmBaet
Heckonbko npoTokonos — SINAUT ST7, >
DNP3 n MOK 60870-5-101/104

Mopnepxka pyHKumn Proxy B SINAUT
engineering software V5.5 + SP3 >
nogknoyeHns Hactponkn B STEP 7 V5.6

c umnoptom pyHkumn ansa TIA Portal V15

PesepBupoBaHne coeguHeHnN

ABapunHble e-mail unn SMS >

OMOBELLEHMS

Moonep:kka KOHTponnepa

ET 200SP CPU V2.5 ¢ TIM FW V2.1 u =
Unrestricted © Siemens 2020 TIA Portal V16

C1p. 70
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PaclumpeHnn cyLuecTByOLMX CUCTEM
TeneynpasneHus ¢ nomoLbio S7-1500
3awmTta UHBECTULUMN U IKOHOMMUSA
cpeacTB

MoonepxmBaeT rmbkoe ncnonb3oBaHne
ycTponcTBa bnarogapsa nogaepke
pasfiMYHbIX NPOTOKOSOB

Ynpouwaet ncnons3osaHne RTU Ha
ocHoBe S7-1500 B cyLecTBYOLLUX
cuctemMax TeneynpasrieHus

Pe3epBupoBaHne coegmMHeHus ans
obecneyeHnss 4OCTYMNHOCTU B Clnyyae
oTKas3a 0gHoro n3 coeguHeHumn

BbicTpoe aBTOMaTMYeCKOE OMoBeLLEHME
CEepPBUCHbIX UHXEHEPOB

YnoGHoe LeHTpanM3oBaHHoe
obcnyxunBaHne cucTem TeneynpaeneHus

OKOHOMUT OEHbIN N BpeMA
RC-RU DI PA ClI



KommyHukaumoHHbIn npoueccop CP 1542SP-1 IRC gns
noaKn4YeHUs K LleHTpY ynpasneHus Telecontrol yepes
BHewHUU mapuwpyTtusartop (WAN)

CP 1542SP-1 IRC
6GK7542-6VX00-0XEO

Bo3MOXHOCTb /| ®YyHKUUA

CP 1542SP-1 IRC no3BosiseT ncnosb3oBaTtb
SIMATIC ET 200SP Kkak yCTpOICTBO >
yoaneHHoro ynpasneHusa (RTU)

Mopaepkka pasnuyHbIX MPOTOKOMOB —
TeleControl Basic, DNP3, =
M3K 60870-5-104 n SINAUT S7

HacTtponka Touek gaHHbIX @ >
(makc. 1.500 Touek gna FW V2.1 u Bbliwwe)

Mpsimon o6MeH gaHHbIMU MexXay @
RTU ¢ ncnonb3soBaHuem npotokonos MOK
60870-5-104 1 DNP3 =

Moppnepxka SINEMA Remote Connect
C aBTOHACTPOWKOM >

Unrestricted © Siemens 2020
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MNogkntoyeHune SIMATIC ET 200SP k
pasnn4YHbIX LLEHTpax yrnpaBneHus

Mo3BonseT MCMONb30BaThb OAHO PeLLeHUs B
psae cuctem bnarofaps noaaepxke
Pa3nMYHbIX MPOTOKONOB TeNneyrnpaBneHns

[MpocToe obcnyxumBaHue 6e3
NporpamMmmMmMpoBaHns

Mpu noTepe coegMHEHUS C LLEHTPOM
yrnpasneHnsa unm npoMexxyTouHOW CTaHunen
(Node) no DNP3 nnu M3K, yaaneHHble
cTaHumMm MoryT obmMeHnBaTbCs AaHHbIMU

LIpyr C ipyrom

KombuHauusa ¢ SINEMA Remote Connect
aenaet yganeHHsin goctyn K RTU Ha
ocHoBe SIMATIC ET 200SP 3HauuTenbHo

npotue

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



SIMATIC TIM 1531 IRC SIEMENS
TexHU4Yeckana cneumndpukaymus lngenuity for Life

SIMATIC TIM 1531 IRC SIMATIC TIM 1531 IRC

Kopnyc HAnarHocTnka n HacTpomka

Knacc sawmrhbl P20 KonuyectBo CPUs 1

Ha Kaxgbin TIM moaynb

PRI STEP 7 Professional
(LU x B x M) Mm 70x 147 x 129 MpunoxeHune ons ynpaeneHus (TIA Portal)
[wnanasoH Temneparypsbl 0...+70°C Pexxuma pabotbl / TeneynpaBrneHue
. Station (RTU) Aa
Tvn MOHTaxa Penka (S7-1500, DIN)
Node Station [a
Control Center (Master) Aa

1 x RJ45 nopt 10/100/1000 M6wuT/c

Industrial Ethernet 2 x RJ45 nopT 10/100 M6uT/c MpoTokonbl TeneynpaBneHus

y 1 X 9-KOHT rHe3ao DNP3 Ha®
Mocnen. nHtepdeiic (RS-232, RS-485)

M3K 60870-5-101/104 Oa

BHELUH. UCTOYHUK NuTaHunda 20.4 B ... 28.8 B nocTt TOKa
SINAUT ST7 [a

1) FW-Version V2.0 or higher and STEP 7 Professional (TIA Portal) V15.1
Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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Moaynu teneynpaBneHusa TIM 3/ TIM 4 ana noakno4vYeHUs K
LLeHTPY ynpaBrieHna Yyepe3 BHewWwHun mapuwpytusatop (WAN)

Bo3MOXHOCTb / DYyHKUUA

Unrestricted © Siemens 2020
C1p. 73

IR

Mcnonb3oBaHune B cuctemax
TeneynpasneHua SINAUT ST7 kak
YCTPOWMCTBO yAareHHOoro ynpaseHns
(RTU) ana S7-300/400 wnnwn kak
NPOMEXYTOUYHYH/OCHOBHYHO CTaHLMIO

Bydepusaumsa gaHHbIX C yCTaHOBKOM
BPEMEHHON METKMN

PesepBupoBaHne coegnHeHumn

Mopaepxkka npotokona DNP3 B
cneumanbHOW annapaTHoOM peanusaummn

HacTtpownka n obcnyxusaHune B SINAUT
ES plus STEP 7 V5.x

HacTpoiika n obcnyxmnsaHme B TIA
Portal: SINAUT ST7 c V14 SP1 u Bbllwle
n DNP3 c V15.1 n Bbllwe

SIEMENS
’hg,ev\uify—for&}[é*

PacLumpeHun cyLLecTByOLLMX CUCTEM
TeneynpasneHus

3awmTa UHBECTULIMA U IKOHOMMUS
cpeacTB

HanexxHas 3anuck n XpaHeHne OaHHbIX B
cny4vae notepu coeanHeHund

PesepBrpoBaHne coegnHeHus onq
obecneyeHnss 4OCTYMNHOCTU B Clnyyae
OTKa3a 0gHOro U3 coeguHeHumn

MoaknoYeHue K LeHTpam yrnpaBrneHust
CTOPOHHNX BEHO0POB

PacLunMpeHnm CyLLLECTBYIOLLIMX CUCTEM
TeneynpaeneHus

3awmra MHBECTULNIA N IKOHOMMUA
cpeacTs

YnoGHoe LeHTpanM3oBaHHOE yrpaBneHue
cuctemMamu TeneynpasneHus

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI



SIMATIC TIM 3/4 (DNP3) SIEMENS

BHewHun B lngenuity for life
CBETOANOb! ANArHOCTUKA CeeToanoabl ANarHOCTUKM
Run/STOP / SE ana BATF, KBUS + ctatyc
LINK 1 RX/TX nocnep. uHTepdgencos

na Ethernet nopTos
(A pTo8) CeeToanoabl ANarHOCTUKM
1 Run/STOP / SF
== : B B i ] LINK n RX/TX

Kronka cbpoca (Reset) _ ;' i i (ans Ethernet nopTtoB)
(noa KpbILLKOW) ; e : Esror

};;m N F KHonka cbpoca (Reset)

. aﬁlu" / [l ;

1S‘OP ( SIMATIC Ngr ;
1 x nocnepn. nHTepdenc ) ' 2 X nocnepn. nHtepdenca
9-koHT. SUB-D RS-232 f II 9-koHT. SUB-D

RS-232/RS-485

2 X Industrial Ethernet
nHTepdgenca (RI45 nopr)
10/100 M6wuT/c

1 x Industrial Ethernet
nHTepgenc (RI45 nopr)
10/100 MowuTt/c

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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SIMATIC TIM 3/4 (DNP3)
PYyHKLUN

PYHKLUN:

Mepenada gaHHbIX C NOMOLLLIO NPOTOoKosoB TeneynpasneHna SINAUT unn DNP3 (B
3aBMCUMOCTM OT annapaTHOW peanu3aunn)

Moaynu TIM 4R-IE n TIM 4R-IE DNP3 nogaepxuBatoT paboTy B pexmmax

“Station”, “Node Station” nunn “Master”

Mopopepxka pesepBrMpoBaHNA COEANHEHUSI C UCNONb30BaHNEM Pa3fINYHbIX cpea
nepegayvn gaHHbIX, 6€3 NoTepun AaHHbIX NPU NEPEKNIOYEHNN HA PE3epB.
CUHXpOHM3aUMS BpeEMEHN MOAYIS C MOMOLLLIO MPOTOKOSOB TeneynpasneHns unn NTP
Moaynb obnagaeTt co6CTBEHHLIM MPOLLECCOPOM U NaMATbLIO ANnda 6ydepusauum
NHpopMaLnoHHbIX openmoB (SINAUT ST7) nnu cobbitui (DNP3) ans
NpenoTBpaLLeHNst NOTEPU AaHHbIX NPy 06pbIBE COEAUHEHMUS C LLEHTPOM ynpaBieHns

NN cocenoM.

3awumra:

COBMECTHO C npoMmbILLneHHbIMU MappyTudatopamm SCALANCE M mogynu TIM
NpesoCcTaBNAT 3alLMULLEHHOE COEQMHEHNE K BbILLECTOALWEMY LIEHTPY YNpaBieHns.

OunarHocTuka:

* Lnpokne oyHKUNM OUArHOCTUKN

O6cnyxuBaHue:

« [na HacTtponku TIM mogynen ucnonbdyetca STEP 7 V5.x + nporpaMmmHoe pelleHne

SINAUT ES unn STEP7 Professional (TIA Portal) V15.1 v Bbiwwe.

Unrestricted © Siemens 2020
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MoaynbHble RTU Ha ocHoBe KoHTponnepoB S/7-300/400/1500 SIEMENS
Npeumywectea TIM 4R-IE / TIM 4R-1E DNP3 lngenuity for Life

MpumeHeHne SIMATIC S7-300/400 CooTBeTcTBYyeT TpeboBaHUAM
B KayecTBe moaynbHoro RTU ¢ — 3awmTbl Ons HedpTerasoBou
nogaepxxkon SINAUT ST7 nnu oTpacnu bnarogapsi nogaepxke
DNP3Y ang HoBbIX U onuun ana S7-400F/H
CYLLECTBYHOLLMX NOAKITHOHEHUIN

| e LLInpokui BuIGOp ceTen aos
' SIEMENg A
2 x RJ45 nopTa ons pabotsbl B IP . B 1 2 yOaneHHoro AocTyna yepes
cetax (WAN/ LAN) n oz 3 Bro i gl BHELLIHUA MapLLpyTu3aTop,
1 x RS-232/ RS-485 anga paboTtkl B e 3 Hanpumep MobunbHasi CeTb,

krnaccunyecknx WAN cetsax NHTepHET n 2-/4-npoB. KaHan

Pe3sepBupoBaHue coeguHeHun,
HenpepblBHas 3anvck AaHHbIX U MepekntoyeHne coeauHeHnn

yCTaHOBKa BPEMEHHON METKU

Pabota B pexumax Station, +
Node Station nnun Control center

1 Mopaepkka NPOTOKOIa C NMOMOLLbIO BbiGopa annapaTHoro ucnonHeHust (HW variant)

Unrestricted © Siemens 2020 *N306pemameribHOCMb O KU3HU
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MoaynbHble RTU Ha ocHoBe SIMATIC S7-1500 n S7-300/400

0O630p chyHKUMKN Moayrnen TeneynpasneHusa (TIM)

Moaynu TIM

WHTepdencol

MpoTokonbl
TeneynpasrneHus

Tun RTU

Moacucrema cBA3n

LleHTp ynpaBneHus

Bydepusauma gaHHbIX

PesepBupoBaHue
coeAuHeHust

Hactpoika

1 Firmware V2.0 u Bbiwwe + TIA Portal V15.1

TIM 3V-IE

1 x Industrial Ethernet (RJ45)
1 x RS-232
(9-koHT Sub-D wrekep)

SINAUT ST7

S7-300

Het

Ao 16.000 uHd. chpeitmoB

STEP 7 V5.x +
SINAUT ES unu
TIA Portal V14 SP1 u Bbiwe

Unrestricted © Siemens 2020
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TIM 3V-IE
Advanced

1 x Industrial Ethernet (RJ45)
1 x RS-232
(9-koHT Sub-D wrekep)

SINAUT ST7

S7-300

Oa

Oa

A0 32.000 uHdp. hperimoB

Oa

STEP 7 V5.x +
SINAUT ES unu
TIA Portal V14 SP1 u Bblwe

TIM 3V-IE DNP3

1 x Industrial Ethernet (RJ45)
1 x RS-232
(9-koHT Sub-D wrekep)

DNP3

S7-300
Oa

Oa
[o 64.000 cobbiTun

Oa

STEP 7 V5.x +
SINAUT ES unun
TIA Portal V15.1 n Bbiwe

1 Firmware V2.1 u Bbilwe, ET 200SP CPU V2.5 + TIA Portal V16

TIM 4R-IE

2 x Industrial Ethernet (RJ45)
2 x RS-232/RS-485
(9-kOHT Sub-D wrekep)

SINAUT ST7

S7-400, S7-300

Oa

Oa

Ao 56.000 uHd. hpeiimoB

OA

STEP 7 V5.x +
SINAUT ES unu
TIA Portal V14 SP1 u Bblwe

SIEMENS

2 x Industrial Ethernet (RJ45)
2 x RS-232/RS-485
(9-KoHT Sub-D wrekep)

DNP3

S7-400, S7-300
Oa

Oa
no 200.000 cobbiTum

OA

STEP 7 V5.x +
SINAUT ES unun
TIA Portal V15.1 n Bbiwe

’hg,ev\uify {or U{Q*

TIM 4R-IE DNP3

TIM 1531 IRC

3 x Industrial Ethernet (RJ45)
1 x RS-232/RS-485
(9-koHT Sub-D wrekep)

SINAUT ST7
DNP3, M3K 60870-5-101/104 v

S7-1500, S7-400, S7-300
Oa

Oa

Ao 250.000 cobbITnm
(DNP3, M3K),

A0 100.000 MHd. hperimoB
(SINAUT ST7)

Oa

TIA Portal V14 SP1 u Bblwe

*M3o6pemamernbHocmb Onsl XKU3HU
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NMNogkniovyeHne RTU K LeHTpPY ynpaBrieHUs SIEMENS

Ucnonb3oBaHue CTaHAAPTHbLIX NMPOTOKONOB TeJieynpaBlieHUA Iug,ev\ui{y for U
3apava
Y 3aKkas4dmka eCcTb rotoBad cuctema, LEeHTp yrnpasneHus n ncnonbaytorca RTU SCADA wih standard
CTOPOHHUX Npou3soauTenen. Heobxoammo nHTerpmpoBatb B ceTb « CUMEHC» telocontral protocols
RTU unu 3amMeHnTb C NOMOLLbIO HEro ogHo 13 nmetowmnx RTU CTOpOHHMUX -
npovssoauTenen. W Industrial Ethernet
f ECALANCE
o
eweHue Itormet (H B
Bornblasg yacTb LUeHTpoB ynpasneHus nogaepxusaot MOK nnu DNP3 e j
Mobile wireless
NHTepencol, moayrnbHble RTU Ha ocHoBe KoHTponsiepoB SIMATIC MOXHO network N )j
HaCTPOUTb B COOTBETCTBUU C TPEOOBAHUSAMN LIEHTPa YrpaBneHns u A —
NOAKMIOYUTL B CETb. 1
SCALANCE g SCALANCE SCALANCE SCALANCE
M874-3 MB12-1 MB12-1 MB12-1
(m ] [ ]
Mpenmywecrsa Wl ) = ]l
TIM 1531 IRC TIM 1531 IRC | B2 CP 15425P-1
MpeumyuiecTsa B c 1248 (1= we (T -

GUIKAD XX 10430 -1

HPOCTaﬂ MHTErpauunto B CUCTEMbI, NOCTPOEHHbIE Ha o6opyp,osaHV|v| CTOPOHHUX
I'IpOM3BOD,MTeJ'IeIZ, 6narop,apﬂ nogaepXxke CtTaHAapTHbIX NMPOTOKOJ10B
TeneynpaBneHns.

Station Station Station Station

MBkas nogaepkka HECKONbKMX NPOTOKOMNOB TeNeynpasneHns B 04HOM
MoAyne 1 Ux BbIGOp B NpoLIECCe HACTPOMKY. MNMoakntoueHue RTU K cyuwiecTByrOLLEMY LIeHTPY ynpaBneHus —

ncnosfib3oBaHne CtTaHAaApPTHbIX MNPOTOKOJIOB TerieynpaBlieHUs

MpocTasa HacTpownka moaynbHbix RTU B TIA Portal

*M3o6pemamernbHocmb Onsl XKU3HU
RC-RU DI PA CI

Unrestricted © Siemens 2020
C1p. 78



WHTerpauua moaynbHoro RTU Ha ocHoBe S7-1500 ¢ SIEMENS
moaynem TIM 1531 IRC B ueHTp ynpaBneHua ¢ SINAUT ST7, lngesmuity for Ufe"

DNP3 nnmn M3K 60870-5

3apava

Heobxoanma oTnpaBka AaHHbIX MO COObLITUIO U Nepuoanyeckasl oTnpaBka
AaHHbIX RTU ocHoBe SIMATIC S7-1500 B ueHTp ynpaeneHusi (SCADA).

PeweHue

MpocTtoe nogkntoyenne TIM 1531 IRC k S7-1500 nossonseTt cos3gatb
NOMHOLIEHHOE YCTPOMCTBO yaaneHHoro ynpasrneHus (RTU), nogknioumTb ero K
LEeHTpY ynpaBneHnsa n ocyLecTBrnaTb yaaneHHoe ynpasrneHuve. B kavyecTtse
npoToKomna TeneynpaeneHuns byaget ncnonb3oBatbca SINAUT ST7.

YnaneHHoM MOHUTOPVHT 1 ynpasneHne RTU Ha ocHoBe S7-1500 akoHOMUT
BpeMs 1 cpeacTtea bnarogaps CHUKEHUIO BPEMEHN MPUCYTCTBUSA CEPBUCHDBIX
NHXXEeHEepPOB Ha OObeKTE.

[MpocTasa HacTponka mogynbHbix RTU B TIA Portal.
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PCS 7 / WinCC TeleControl

SINAUT
ST7

SCALANCE
M812-1

Control center

@ Industrial Ethernet
[0 VPN tunnel

SCALANCE [ SCALANCE =
M874-3 M812-1
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$7-1500 $7-300
EE \ui" | 'g_
(| ]
1 B %
M <
Station Station 3V-IE :—;.

UHTerpauma RTU Ha ocHoBe S7-1500 B LeHTp ynpaBrneHus

SINAUT ST7
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Pe3epBupoBaHHOE nogkno4vyeHne moaynbHoro RTU Ha ocHoBe
S7-1500 ¢ TIM 1531 IRC K ueHTpy ynpaBneHusa ¢ SINAUT ST7

3apava

Heobxoammo nogkntounte 2 RTU / cTaHUMM U3MEPEHUS K LEHTPY yNpaBneHus.
[ns nogkntoyeHns ncnonbayetca DSL kaHan n mobunbHas 6ecnpoBogHas
ceTb. [1na ogHoM cTaHuun HeobXoaMMO OpraHM30BaTh pe3epBUPOBaHHOE
nogKno4eHune.

PeweHne
WcnonbayoTca yaaneHHsle ctaHuumn (RTU) Ha ocHoBe S7-1500 and S7-1200

CraHuma 1 (S7-1500 ¢ TIM 1531 IRC): NepBoe nogkntoyeHne (OCHOBHOE)
ocyuwiectensetca mexay Ethernet untepdencamm TIM 1531 IRC n
SCALANCE M812-1. Bropoe nogkntoyeHve (pe3epBHOE) OCyLLECTBISETCS
mexay Ethernet untepdennicamm SCALANCE M876-4 n TIM 1531 IRC.

CraHums 2 (S7-1200 ¢ CP 1243-8 IRC): CP 1243-8 IRC noakntoyaeTca K
LueHTpy ynpasneHus ¢ nomowbio SCALANCE M812-1 yepes DSL / VIHTepHeT.

MogyneHble RTU Ha ocHoBe SIMATIC S7-1500 and S7-1200 akoHOMAT
CpeAcTBa U MOryT MPUMEHSTLCSA B 60MbLIOM KONIMYECTBE CUCTEM.

Bbicokasi 4OCTYNHOCTb CUCTEMbI AOCTUraeTcs NyTeM CO3aHusA
pe3epBMPOBaHHOIO COEANHEHNS.

[MpocTasa HacTpomnka ¢ nomoLbto TIA portal.
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SIEMENS
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SINAUT ST7cclsc TIM 1531 IRC
A ]
SCALANCE SCALANCE
Control center M812-1
B Industrial Ethernet
£ VPN-Tunnel
" Mobile radio
network
\
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SCALANCE SCALANCE SCALANCE
M876-4 E" M812-1 M812-1 E’]
M 1M [ [0
S$7-1500
= TIM 1531 IRC $7-1200
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& CP 12438 [7F—| &
IRC ;fl
Station Station o

Pe3epBupoBaHHOE NOAKIIOYEHUEe moaynbHoro RTU Ha ocHoBe

S7-1500 Kk ueHTpy npaBneHus ¢ SINAUT ST7
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SIMATIC TIM 1531 IRC SIEMENS

ABTOHOMHOE ncnonb3oBaHue B pexume Master unu Node lngenuity for Life
3anaqa PCS 7 / WinCC TeleControl 71500
- SINAUT = TIM
M3-3a 6onbLUOro konmMyecTsa CTaHumMn Heo6xoaAMMo ONTUMN3NPOBaTb ST7 ; ? 1531
nogknodeHne mexay LeHtpom ynpaesneHna (SCADA) n pacnpegenéHHbIMu = IRE
CTpoMCTBaMu yganeHHoro ynpaenexms (RTU ————=
Y y Y (RTU) — .
SCALANCE
Zentrale M812-1 |+
Pe LeHue W Industrial Ethernet Internet /* °
e O VPN-Tunnel 1
Mcnonb3oBaHne TIM 1531 IRC B kayecTBe NpoMeXyTo4HON cTaHumn (Node)
Mobilfunk -
ONs ynpaBneHnsa HuKecToawmmm ctaHuuamm. Mcnons3osaHmne S7-1500 ¢ TIM
Moaynem nossonseT obpabaTtbiBaTb JaHHbIE HUXKECTOALWMX CTaHLMIA A0 \\\-
nepegaym nx B LLEHTP ynpaBrieHus. \\
SCALANCE [T SCALANCE SCALANCE [T
Ma12-1 M812-1 |
] o} (|
S7-1500 S7-1 S7-300
MNpeumywiecTBa -1 W T
1531 | | 1531 o [ | g
OnTMMu3aums 3aTpar. ) IRC L) IRC 4~L A %
OnTumu3sauma o6paboTkn 1 nepeaadn AaHHbIX. Station Station Station AL i:

[MpocTasa HacTpomnka ¢ nomoLbto TIA portal.

ABTOHOMHOE Ucnosfb3oBaHue B pexunme Master unm Node
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JluHeunka npoaykummu RTU SIEMENS
O630p pyHkumoHana RTU B TIA Portal lngenuity for Life

SIS el U iEReie) DNP3 LEL SINAUT ST7 | WAN uHTepdeiic JICRT D KommeHTapmit
KOHTponnepbl TeneynpasrieHUA Basic 60870-5 MHTepdencol
v v v

RTU3010C v 1 x RJ45 WAN 4yepes BHeLL. poyTep
KoMnaKkTHbIe RTU3030C v 3G MOBUNbHbLIN 1xRJ45 BCTpOeHHbIN UMTS Moaem
RTU3000C RTU3031C v 3G MOBUSbHBIN 1 x RJ45 BcTpoeHHbIt UMTS mogem + GPS

RTU3041C bt 4G (LTE-M/NB-IoT) 1 x RJ45 BcTtpoeHHbin LTE-M/NB-l0T-mogem

CP 1243-1 (ab V3.0) 1 x RJ45 WAN yepes BHELLHUIN poyTep

CP 1242-7 GPRS - --- 2G MOBUIbHBIN BapuaHtel GSM/GPRS
SISy Rne CP 1243-7 LTE === === 4G MOBUIbHbI BcTpoeHHbii LTE moaem

CP 1243-8 IRC TS mogynb HoctynHo 2 x WAN uHTepdelica

(ab V3.0) 1 x RJ45 (yoaneHHoe yepes3 TS Mogynu Ons peseps.

yrnpaBreHue) coeanHenus SINAUT ST7

3 x RJ45 1 x RS-232/RS-485

SIMATIC S7-1500  [RiIVEE<Ne o 0 SN l_‘?:;;“ezv'”ngggep LT

TIM 3V-IE 1x RJ45 1xRS-232
SIANISESZ<EEE . TIM 3V-IE Advanced 1x RJ45 1x RS-232 WAN BHeLHui poyTep u./uni
nocnen. nopTbl
TIM 3V-IE DNP3 1x RJ45 1x RS-232

S \AI e = 0[0)5]230)  CP 1542SP-1 IRC u“) 1 x RJ45 WAN 4yepes BHeLL. poyTep

S7-300/400 TIM 4R-IE DNP3 2 x RJ45 2 x RS-232/RS-485 nocneA. nopTbl

nornHas Hactporika STEP7 Professional (TIA Portal) . HacTpolika Yepes nocpeaHuka (Proxy) B TIA Portal
1 SINEMA RC nogpepxka B FW Version V3.1 nBbiwe 2 TIA Portal V16 1 Bbiwe 3 SINEMA RC nopaepxka B FW Version V2.0 u Bbilwe 4 FW-Version V2.0 u Bbiwe 1 TIA Portal V15 5 FW-Version V2.0 v Bbiwe u TIA Portal V15.1
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Fast Connect - KabenbHas NMpoaykuma n KOMNOHEHTDI SIEMENS
’hg,ev\uifyfor&fg

= FastConnect — TexHonorus

SIEMENS ObICTPOro NOAKMYEHNA AN
v Ethernet, PROFINET wu

PROFIBUS ceten

= Bwutaga [Napa 5 n 6 kaTeropuu

= Kabenb PROFINET

= Kabenb PROFIBUS

Cabling technology for
communication

networks in industry a & u BO”OKOH HO-OMNnTNn4YeckKkume

based on Industrial Ethernet/PROFINET and

PROFIBUS K a 6 e M
siemens.com/fastconnect

= Kabenu nutaHug

= KOHHEKTOpGI, LUTEKEPDI
NMocmoTtpeTb KaTanor

* KVIHCTpymMeHT
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https://new.siemens.com/global/en/products/automation/industrial-communication/industrial-ethernet/fastconnect-cabling.html#Powercables
https://support.industry.siemens.com/cs/de/en/view/109766358
https://support.industry.siemens.com/cs/ru/ru/view/109766358
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Cnacunb6o! Bonpocbi?

KoHdwmrypatop SCALANCE X
KoHdwmrypatop RUGGEDCOM
3aKa3Hble HomMmepa

U3obpaxeHusa npoayktoB (B T.4. CAX)
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mailto:ci-presales.ru@siemens.com
https://www.siemens.com/tstcloud/?node=Switch
http://www.siemens.com/ruggedcom-selector
https://drive.google.com/drive/folders/1OBe9L2yCDrGDIqQC_MUr45jrl1o8gni7?usp=sharing
https://www.automation.siemens.com/bilddb/index.aspx?lang=en

